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CLEAR PICTURES OF HIGH-TECH ROBBERS

Thais helped

with B12m
ATM heists

A
POST REPORTERS

» Police have done an about-face and
admitted that evidence points to the
involvement of Thais, but not bank staff,
in the theft of more than 12 millicn baht
from 21 ATMs of the state-run Government
Savings Bank.

Pol Gen Panya Mamen, the Royal Thai
Puolice adviser who heads the team inves-
tigating the robbery, reversed the team’s
statement of the day before that only for-
eigners were involved.

EASY TARGET: Police guard the first ATM fo
he hacked in Soi Vibhavadi 44,
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The ATM heists were reported in Phuket,
Surat Thani, Chumphon, Prachuap Khiri
Khan, Phangnga, Phetchaburi and Bang-
kok. It forced the bank to close more than
3,000 ATMs, half of its total number nation-
wide, for checks.

Pol Gen Panya revealed possible Thai
involvement after inspecting one of the
bank’s ATMs at a petrol station in Vibhavadi
Soi 44 in Bangkok vesterday morning and
one in Surat Thani later in the day.

He said the ATM in Vibhavadi Soi 44
was the first of five hacked in Bangkok. The
thieves made off with 560,000 baht in total
in three attacks on July 29 and 30.

The hackers inserted an electronic card
produced in Ukraine into the machine, pos-
sibly introducing malware, and then simply
hit the “cancel” button without punching a
PIN. The ATM then dispensed cash to them,
Pol Gen Panya said.

Although the maximum cash withdrawal
is capped at 20,000 baht per withdrawal, the
hackers manipulated the ATM to give out
40,000 baht, he said.

It is believed the suspects were either
staying in the area or had just arrived at
Don Mueang airport before they hacked
the ATM cn the night of July 29, he said.

Afterthe first attack, they went to an ATM
at Max Value supermarket in Sukhumyit Sei
23, hacking it in a similar manner.

Police obtained clear images of the sus-
pects who withdrew money from this ATM
several times, Pol Gen Panya said.

Investigators were compiling evidence
ta quickly seek arrest warrants for the sus-
pects, but chearer information was expected
over the next week,

“The investigation has found that some

Thai people aré invelved in the crimes but
they are not GSB staff,” Pol Gen Panya said.
He wouid not elaborate.

A source said some of cars used by the
gang during the rohberies were registered
to Thai nationals.

Rental cars were also used, but they had

false red licence plates attached, leading -

police to believe some Thais supplied them.

In Surat Thani, Pol Gen Panya and local
investigators visited an ATM at a petrol
station in Phunphin district. The ATM
was hacked on Aug 1 and 2.6 million baht
was stolen,

He said security cameras showed three
different cars were used by the suspects in
Phuket, Phangnhga, Chumphon and Surat

“Thani where a total of 4.51 million baht

was taken.

The three cars — a white Toyota Vioes, a
Toyota Fortuner and a2 Honda Civic — were
believed to have been rented from either
Phuket or Phangnga, he said.

At least two suspects travelled in the
white Toyota Vios as they moved between
ATMs in Surat Thani and Chumphon, while
the other two cars were used in Phuket.

Pol Gen Panya said the suspects were
believed to be from Eastern Europe who
entered Thailand via Phuket some time
before the ATM heist.

Police said previously the suspects might
be linked to the multiple attacks on ATMs
of a major domestic bank in Taiwan in July.

The Bank of Thailand said yesterday
there had been no reports of similar attacks
on the ATMs of other banks.

The BoT has been monitering all banks
since GSB reported the attacks.
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: up the theft fortwowaeks.and then went

. public onlybecause it had to explain whiy it

egas,

.out of
anATMastﬁtweretsletmaMepayout

gave this type dfhacking an obvious name.

‘was Eockmgdown ha}fof itsATMs nation-

of experience in?

regulator and oﬁfial

mobile provider and 3 regxsterybu: fini-
gerprint there and 4. use that fingeyprint
instead of a mere password to do nllymn'
mobile banking.

This will go into the new edition of
the book under “good ideas gone hosri-
bly wrong’; and not least becatise paying
seven million baht'te develop this app is
a true moment of “Huh?”

There is a piace for using fingerprints
instead of passwords.
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This isn’t it. For example, in the UK,
fingerprints for banking are permitted
only by owners of late-model iPhones,
which store an encrypted “fingerprint
of the fingerprint” deep in the operating
systen hardware. The bank explains how
itse-rencrypts this inforration and keeps
it secure from even bank employees.

No UK bank allows a fingerprint app,
fof the good reason it's unsafe. Mr Tako-
ro’s salution has more holes in his claim of
Kevlar-quality security than an Olvmpics
10-metre pistol target.

Let's bottom-jine this. Here’s what
happens if you fullow the current “strong

advice” from the NBTC. Every clerk of
every branch of your phone company
and bank already has your phone number
and 1D card (passportif you are not That).
Name, ID details and phone number are
three of the four details you need to set up
and then use a mobile banking account.

Now, the fourth and final part, just
because the NBTC wants you to. No,
scratch that, because the NBTC strongly
advises you to ditch your password, reg-
ister your fingerprints at the phone com-
pany, where every clerk already can access
all the other details needed to operate
vour bank account.

Is there a possibility that bank-account
thefts will occur after the phone com-
panies and the NBTC and all counter
employees of your bank all have all four
bits of information needed to.operate the
accounts? Along that same line, do you
think the sbbot of Wat Arun is a Buddhist?

One more thing. When you check your
bank batance and find you dofi’t have one,
that's when you believe things can't get
worse, but they do. Because if you had
a password and a thief got it and robbed
you, you could at least change the pass-
word and regain your security.

Good luck changing your fingerprint.
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