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Public debt
plan goes to
cabinet

WICHIT CHANTANUSORNSIRI gﬁ: 7

|5 e

The public debt management plan valued
at 1.56 trillion baht for the next fiscal year
starting Oct 1 will go before the cabinet
next week.

Of the total, 614 billion baht will be new !
borrowings and the remainder is existing
debt, said Theeraj Athanavanich, deputy
director-general of the Public Debt Man- |
agement Office (PDMO). ‘

The public debt management plan has
already been approved by the committee
on public debt management chaired by
Finance Minister Apisak Tantivorawong.

The plan will adhere 10 the Finance
Ministry's fiscal sustainability framework

ata maxirnum 60% of GDP and foow debt |
management under the Public Debt Man- .
agement Act. i

The plan is arranged with a focus on
domestic financial liquidity and the bor-
rowings planned to offset the budgert deficit
worth 390 billion baht for fiscal 2017.

The 1.56-trillion-baht plan will include !

domestic boerrowing worth a combined 58
billion baht to finance four lines of electric
trains — the Green, Blue, Red and Orange
lines.

Domestic borrowing will be the main |

source of funding for almost all of the elec-
tric trains, said Mr Theeraj, Borrowing from
overseas sources will be partially used to
fund the Bang Sue-Rangsit Red Line pro-
ject, he said.

The Asian Development Bank will help
fund the Orange Line in eastern Bangkok,
linking the Thailand Cultural Centre with
Min Buri.

Mr Theeraj forecast the debt-to-GDP
ratio will increase marginally to 45.5% for
fiscal 2107 from the 44 2% expected for this
fiscal year.

As of June 30, puhhc debt amounted to
5.92 trillion baht, representing 42.8% of the
economic value.

State investment and spending are
crucial to maintaining Thailand’s growth

momentum as other engines including °

exports, private spending and domestic
consumption remain tepid.

The PDMO previously said Thailand’s
debt-to-GDP ratio is expected to peak at
53% in 2019, assuming that the govern-
ment’s infrastructure investments and
borrowings amount to 300-400 billion
baht a year.
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TISI DROPS AGAIN IN JULY

* The ThaiIndustries Sentiment:.

Index in July dropped for the second
straight month to 84.7 on cancems
overrising production costs, particu-
tarly for raw materials, price competi-
tion, lack of liquidity and consumers’
caution on spending.

Scores below 100 indicate nega- -
tive sentiment.

Construction materials have also
seen a slowdown in the rainy season,
while exchange-rate volatility and

- risks to the global economy raised

business operators’ concems.

in the previous month, the index
was at 85.3,

Chen Namchaisiri, chairman of the’

’ Federation-of Thai Industries, said

yesterday that the three-month

- index rose to100.7in July from 99.8 in

the manth earlier on expectations -
that government spending would be .
akey factor for Thalland's expansion ‘

: agd private spending i inthe next pen-
ods. :

The survey was conducted on T]3 '
operators in 45 industries,

in July, auto production fell 72 per
cent year on year and 14.4 per cent
from June t 153,950 unitson
declines in pickup productionfor =
domestic sales and exports after the
rainy season.

July’s domestic sales amounted to-
60,635.units, down 0.4 per cent year
onyearand8.2 percentmonthan
month because of the rainy season. -
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Security centre urged after GSB theft

NBTC vice-chair sgys
set-up will take a year

SUCHIT LEESA-NGUANSUK ﬁ i

[

Thailand is in critical need of a cybersecu-
rity centre that can immediately tackle a
cyberattack, says the National Broadcast-
ing and Telecommunications Commission.

“The lack of a cybersecurity centre may
be a major loophole prompting hackers
to target Thailand, as they will have time
to flee before the affected bank network
notices the unusual activity,” said NBTC
vice-chairman Settapong Malisuwan.

His remarks followed a shutdown
by Government Savings Bank [GSB) ef
haif its ATMs after the discovery that some
of them were infected with malware by
thieves who emptied the machines. They
stole about 12 million baht from 21 ATMs.

The theft took place over roughly a week
from Aug 1 to Aug 8.

Thailand has a high rate of malware
infection, with 2,400 cases in the first half
of this year after 3,000 in all of kast year.

A cybersecurity expert who declined to
be named said ATM software is typically
meore vuinerable than other types because it
is designed with an open operating systern
to accept various cards.

Mr Settapong said he was not surprised

to see the ATM hacking story break on
Monday, since similar crimes have hap-
pened in other countries.

“The financial institutions have provided
clients with services through the electronic
platform, yet no one is active in launching
an immediate counter-strike on hackers,”
he said.

He said financial institutions shonld
realise that they are unabile to rely on
state agencies like the Technology Crime
Suppression Division, which has limited
capability in terms of human resources
and software,

“Given the rapidly rising trend of cyber-
attacks in Thailand these days, I would like
to point out that we are in critical need of a
specialised centre to tackle this issue,” Mr
Settapong said.

The specialised centre should be an
independent agency instead of keeping it
under the supervision of a single ministry,
he said, adding that the prine minister or a
deputy prime minister should lead a team
to shorten the set-up process.

Mr Settapong estimated it would take
one year at a minirnurm for the centre to
be ready.

Kitti Kosavisutie, head of the Informa-
tion Sharing Group (ISG) under the Thai
Bankers' Association (TBA), said recent
cyberattacks have alerted banks to how
vulnerable their systems are.

The TBA earlier this vear established
the ISG in collaboration with 15 banks

and the Electronic Transactions Develop-
ment Agency and Thai Computer Emer-
gency Response Team, aiming to exchange
information and tighten cybersecurity in
the sector,

The ISG plans to invite government and
non-member financial institutions to join
the group.

TBA chairman. Predee Daochai has
urged banks to beef up ATM security in
order to restore consumer confidence in
electronic banking.

Mr Predee said that apart from the

-collaboration through ISG, each bank

should review its facilities and consider
security a priority in ATM purchasing
and instalment.

The banking industry has about 60,000
ATMs in service, a number of which were
supplied by GSB's vendor. The precise latter
figure is unknown to TBA,

The GSB ATMs that were infected with
malware were supplied by NCR.

Mr Predee said each bank updates the
technology and protection systems of elec-
tronic machines as normal practice, but no
one can knowwhen and how problems will
ocecur. The industry had used ATMs about
30 years before the first skimming incidents
took place.

Similar cases to GSB's have occurred in
Malaysia and Taiwan.

“But clients shouldn’t panic, as the hack-
ers don't target deposit accounts but rather

the banks,” Mr Predee said.
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Links to Talwan thefts
seen, Interpol on alert

WASSAYOS NGAMKHAM
WICHIT CHANTANUSORNSIRI 1

Police have sought Interpaol’s assistance in.

tracking down an eastern European gang
suspected of stealing more than 12 million

baht in cash from ATMs whilé looking into |

the possibility the gang had local help.
The gang hacked into ATMs using mial-

ware to trigger cash withdrawals in edily . |

July. The attack came to light on Tuesday:
when the state-run Government Savi:l}:gS"

Bank (GSB) shut down half of its AT

GSB-has reported that 21 ATMs in:
provinces — Phuket, Surat Thani, Chum:
phon, Prachuap Khiri Khan, Phetchabuti
and Bangkek — were compromised and
reconfigured to release millions of baht
in cash.

Pol Gen Panya Mamen, who is super-

vismg the investigation, said Thai authori- -

ties have sent alerts to Interpot after finid-
ing some metnbers of the gang had fled
.the country. '
He said investigators have evidence
implicating five eastern Europeans in the
operation and will seek warrants for their
arrests. The suspects, who entered Thai-
land several imes, are allegedly linked to

a gangfound to have cleaned out ATMs in

Taiwan, also in July this year.

“We have"ic.é'y -iiiféfmau’on such as the
vehicles they uséd dnd the places they

stayed. Some have fled the country but .

we believe othersemain,” he said.

He said authorities are also investigat-
ing if Thais had a hand in the cash thefts
that, according te GSB, have not targeted
customers’ deposits,

He said the Central Investigation
Bureau, the Immigration Bureau, and the
Office of Police Forensic Science are acting

POSTgraphics

as support units in the investigation,

According to Pol Gen Panya, the thefts
took place between July 7 and 30 — the
same time as the ATMs in Taiwan were
hacked, when the suspects used malware
programs to tarnper with the ATMs and
withdrew almost 100 million baht from
several machines.

The GSB found out about the ‘thefts of
its ATM machines early this month and
lodged a complaint with police: He said




the attacks on GSB are also similar to a
2014 cash heist in Malaysia.

Some (GSB ATMs dispensed more than
one million baht while others dispensed
tens of thousands of baht depending on
how much was left, Pol Gen Panya said.
He said police will discuss the attacks with
state agencies tomorTow.

Boonson jenchaimahakoon, senior
executive vice-president of GSB, said ATM
manufacturers have updated their security
software to guard against hacking but the
hacking technigue is new.

According to Mr Boonson, the hackers
must have understood the inner working
of ATMs and to do so they need a machine
to study.

However, previously it was impossible
to buy an ATM because the makers would
not sell to anyone but banks.

He said the curbs on sales changed in
some foreign countries where cash dis-
pensers, known as white label ATMs, were
sold to independent operators which are
not major financial institutions.

Mr Boonson said the GSB's ATMs were
singled out partly because they were
located in isolated areas as part of the
bank’s policy to expand banking services.

He said the bank is considering leasing
ATMSs te minimise risks. ‘

GSB president Chartchai Payuha-
naveechai said the manufacturer of the
ATMs targeted for the thefts is working on
software programs to enhance security.
The task will take one or two weeks.

The bank has shut down ATMs made by

“

this firm unti] they are secure.

He said investigators have not ruled out
an inside job even though evidence points
to foreign criminal gangs.

Representatives of the GSB yesterday
met investigators but declined to discuss
the meeting.

Somnuek Puangpornpitak, a cyber
security specialist at Mahasarakham Uni-
versity, yesterday criticised the GSB for
having lax security, saying hacking attacks
on ATMs which turn them into virtual jack-
pot machines spewing cash are not new.

He said other commercial banks

using this type of ATM adopt proper
defence measures,

However, he said this kind of attack does
not affect bank customer deposits but is
designed to tamper with ATMs and their
cash dispensing function.

He suggested the banking industry form
a working group to monitor cyber crimes
to ensure their systems are not exposed to
criminal activity.

Vites Techangam, vice-president of
Krungthai Bank, said the bank, which also
uses this type of ATM, has invested heavily
in security.

He said security software programs are
installed to detect and prevent attacks. The
banking industry, ATM manufacturers and
software developers are working on the
problem, he said.

v
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Criminals find ATM hacking easy going via the net

ARIANE KUPFERMAN-SUTTHAVONG

Hacking an ATM machine has become
. easy as instructions can be found on the
internet, says a security expert.

“It’s now terribly easy to hack an ATM
machine," says Prinya Hom-Anek, Thai-
land Information Security Association’s
vice-president. “You can find instructions
on YouTube.

More valuable pieces of information
are commonly traded — or put up for sale
— amaong hackers on the dark web.

The ATM hacking methods shared
oniine truly work, Mr Prinya added. Crim-
inals use “malware’, a malicious software,

which they introduce to the ATM’s com-
puter system to give them full access and
authority over the machine.

“In a way, the hackers become
administrators of the ATM's computer,”
he explained. “They can order it to
perform any tasks, including spilling
out banknotes.”

Only a month after criminals made
off with the equivalent of US$2.2 million
(76 million baht) in a major ATM thetft in
Taiwan, the Government Savings Bank
{GSB) revealed on Tuesday it had fallen
victim o a similar attack.

According to reports, security experts
agree ATM fraud is on the ris¢ globally.

S

o




Last May in
Japan, fraudsiers
used counterfeit
credit cards to
withdraw ¥I.4
billion ($13 mil-
lion), through
14,000 transac-
tions from ATMs
at convenience
stores, over
the course of
} three hours,
Criminals need to be present at the
ATM's location and will commonly use
a USB key to introduce the malware into

Prinya: Instructions
available on YouTube

the machine. In other cases, hackers use
dummy credit cards to withdraw cash, as
the computer is fooled into believing the
card matches a made-up account belong-
ing to a non-existent customer.

This method is different from old-
fashioned ones, where account numbers
and PIN codes of real customers were
captured and money withdrawn from
their accounts.

“In more recent attacks, criminals don't
mess with iridividual bank accounts. Your
money has not been touched,” he said.

An ATMis gifnilar to a safe, with money
stacked inside, waiting to be withdrawn by
customers, Griminals take from the stack

itself, Mr Prinya said.

. GSB president Chartchal Payuha-
naveechai said his bank was targeted
rather than its customers, and the 12
million baht that was stolen was cashin
the machines. ’

As hacking tools and methods can be
widely shared through social media and
on dedicated platforms, Mr Prinya argued
that banks should improve the physical
security of their ATM machines.

The ATMs targeted were stand-alone
ones, he added. Because criminals must
be physicaily present to install the mal-
ware and withdraw the cash, better sur- .
veillance could be effective, he said.
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Japan investment to shift towards services: Jetro Bangkok head

SOMLUCK SRIMALEE,
PETCHANET PRATRUANGKRAL
THE NATION

THE NEWLY appointed president
of the Japan External Trade
Organisation’s Bangkok office has
unveiled his country’s new invest-

’ ment plan to focus on the service
sector and the creative economy
after long concentrating on the
industrial sector.

Hircki Mitsumata said yesterday
that Japan had entered a new era of
investment that would focus more
on service business as well as high-
technology and creative industries.

Japan’s investors now are more
interested tn services such as hos-
pitality, medical, retail, digital con-
tent, and high tech.

He said the governinent’s
“Thatland 4.0" policy, which will
focus on high-technology industry

and innovation, was the right way
to go. However, Thailand should
prioritise its plans and set clear-cut
policies on which industries will be
promoted in the short, medium and
long terms, so that foreign interests,
including Japanese, could know

. which industries to invest in first.

Also, the government should
amend its laws and regulations to
facilitate investment in targeted

- industries, particularly the Foreign

Business Act, which restricts many
service businesses to Thai majority
ownership, the Jetro Bangkok pres-
ident said.

Mitsumatasaid the protection of
some service businesses could be
relaxed, such as retail and other sec-
tors that Thailand needs to devel-
op.

Moreover, with seamless global
trade, Asean countries including
Thailand are becoming centres for

Japanese investment instead of
China. By 2012, Japanese invest-
ment in Asean nations was double

- that in China, he said. -

-Mitsumata
said Thailand
could contin-
uetobeacen-
tre of Japan
investment
for the long
term, depen-
ding on the
government's
policy to pro-
mote and
facilitate MITSUMATA
investment.

He remarked that as Thais had
approved the draft constitution ina
referendum, Japanese investors
expected the military-led govern-
ment to follow its road map for set-
ting up a national election and




restore democracy next year. Stable
politics and the government’s eco-
noic stimulus plans are two major
factors encouraging’ Japanese
investment and business expansion
in Thailand. '

Investment privileges and tax
exemptions authorised by the Board
of Investment are also favoured by
Japanese investors.

Mitsumata added that some
Japanese investors, such as in the
electronics and electrical-appliance
~industries, might opt to invest in
Vietnam instead of Thailand as that
country will enjoy privileges under
the Trans-Pacific Partnership,
which Thailand has not yet decid-
ed to join.

According to the Japanese
Finance Mimstry, as of the end of
2015, Thailand was Japan’s second-
largest investment destination in
Asean after Singapore. Combined

initial investment capital from
Japanto Thailand was worth US$55
billion (Bt1.9 trillion).

The BOI hasreported that Japan
is Thailand’s leading foreign direct
investor, accounting for 39 per cent
of total FDI, followed by Singapore

at 12 per cent, mainland China at7

per cent, Hong XKong 6 per cent,
Taiwan 5 per cent, and others 36 per
cent.

Meanwhile, Japan has also
encouraged more Thais to investin
Japan. The Jetro Bangkok president
said industries that Thais could
invest in included medical services,
hospitality such as hotel manage-
ment, and spa operations.

As of the end 2015, combined
investment from Thailand to Japan
was worth $1.4 hillion.

Thailand is the second-largest
Asean investorin that country after
Singapore.
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