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(o) N1 VFIVINT oA NwULLUBIAUIBINISIARABANAIUNIbgUaslalulaan
dumunzay lage1ededayaninuiainunasdeyainiansfonna1uann1guensie q (Threat
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Channel Types URL

Cybersecurity news sites

https://webboard-nsoc.ncsa.or.th/category/12/cyber-security -news

https://www.thaicert.or.th/category/cybernews/

https://www.blognone.com/

https://www.techtalkthai.com/category/security/

https://thehackernews.com

Community Facebook Pages

https://www.facebook.com/NCSA.Thailand/

https://www.facebook.com/thaicert/

https://www.facebook.com/pdpc.th/

https://www.facebook.com/TBCERT.Official/

https://www.facebook.com/2600Thailand/

https://www.facebook.com/owaspbangkok/

https://www.facebook.com/InfoSecThaiGirl/

https://www.facebook.com/thaicysec/

https://www.facebook.com/hackandsecbook/

https://www.facebook.com/isecure.mssp/

Cyber Threat intelligence Tools

https://attack.mitre.org/

https://www.talosintelligence.com/

https://www.virustotal.com/gui/

https://otx.alienvault.com/browse/

https://urlscan.io

https://www.opencve.io/cve

https://www.cvedetails.com/

https://www.filescan.io/scan

https://dnsdumpster.com
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(Computer Virus)

- UDUABNNIADS
(Computer worm)

- Spam Mail Wisedmduy
- Botnet

- @U1euas (Spyware)

® 52AUNANY (Medium)
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- 1ln59U (Trojan horse)
- Backdoor

- Rootkit

- NMSLaNAWUY DoS/DDoS

- Phishing
o 5¥AUge (High) foanaumnsloruesiidsnasiossuy - gavduIsisanAld
Ao wes aunsal lassasnunIeie vise (Ransomware)
FEUUNULAETINDLNTULT VITOTUATUATT - Sniffing

Woladn gland danusjsnnefiagyilissuy
wardoyavosmthsnudemeauliamnsg

o G Y a v
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- Social Engineering
- Password Attack
- Insider Treats

- SQL Injection

- Form Jacking
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(@) Favirduiindeyafanssumamsalauvasndemslaiues (Incdent Documentation)
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(o) Fenldnunszuiun1sgau (Recovery Process)

(en) ALTIUNTTADUAIU (Investigate) ANVALATNANTENUVBANANITA]

(€) \iu§nuIndng1u (Preservation of Evidence) Aouliunsyuiumsgaudasiuds
mslsnvestiufinnsBandngunenfnesiliun wiegunsaidu « wleatiuayunisaeuau

(@) anfiunisnuseideudsnisiidiusin (Engagement Protocols) fuyananIsuen
viownUfURnsUmsiamsyananeusn desnienvazidennisinde fegratu gliuinsiuds
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