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sruuAannvesdinnuAsygianiseds (ara.) Wurandsedunsu (Agency Cloud) agfluaiy
Suinvevvasgudinaluladansaume (aa.) Fauldanlud wa. 2560 loaiuayunisioves ane.
Tunsifunhenuiinszilasidusiuzulouielsegnaniunisiiu MSAST LasLATY§NATENINg
Uszaina sauvadumisaufinay ity Ussifiuna wazsenusanmssiiuileuvienionasnising 9
fierteatunsensanseds Feluraeiifimsssunaudomdimsssuisvedseindsl3alain 19 dre.
fin1sUszaanatoyauInINIITTINIUNIN LYY ladiatu wwuy Sudeuld Wudu UBYANINTANT
wanilfudoyaddyuasifummudy deshfamadifngliiieates uazdesnsssuulszanana
MMSIgs szuuRanues arn. Idatuayunisfiafina1negisreiiles

Tusumeila seuuaanadves ara. n1sUTUABNANTYUINTTULLAS BemBLR MBS WAITE
LLUULﬁulﬂéLﬂ%‘amauﬁama%uzﬁhmaﬁau (Virtual Machine : VM) uuszuu Cloud Computing vl
fusvansamaduludunisusmsdanisseuu msannsldiuiilufeondsuinesuasusendaanlni
A’

lngszuunanves amn. sessumsasianaginnisreuiiunesialion uazinisdansansgidnldssuy

iennuvaenty Jagtuinisldau v luszuuaanadidusiuau 161 vM Taedists VM dansu
ssuununeluves den. uwag VM dmsudnfivuazUszinanadoyauinsnmsnunisnaves den. In1s
TENINYINTINNTLUUARIIAIA U 1,047 vCPU RAM 4,014 GB wag Storage 102 TB WazgiA21u
#99n1519NINGINT VCPU, RAM 1R 18 uludnsn 5% sod was Storage Wudulusas 10% sed
Fadulumunstanuiidstuanilsuevessyua

Tudunnsldny ssuvrandisuindgmnsldauaios VM wu msuszananadeyaldnaiu
wliusionisliau vieRanmgangavsinaudosianineios Jymmsldaui storage susaiili
130 VM du daaliidnindl ama. iamnsadndauasyssanadeyalu vM indoaiuld nsdau
Mldeinuagldiiaruiu ilinseandunisaiuuinsnisugarsin nsasie VM Inddesasdns
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SEUUAANIAYDY adA. Insldanunnuuiu 6 U 815awisteqn End of Life (EOL) uda d4a911n
Fuiuiimsdafiudeya uasaudlunisussananaliifsmeronsldelutiagiu seninsiivinamy
Wowdadunestunvhlvimmativsvesszuvanas fanudssiuseanaalaves Sannssuueand
finsugarrinasriliied ee VM ynias smgahaunalufe e1vdsmaidedsniwanysalvesdoya
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2. dnguizena
2.1 iedamssuuaansvaunuszuULAL
211 iiedamendaunt soviduag uasgunsaififsadesdmiuszuuaand
212 iiedamueniung wasgunsailifendesdmiuinummasnselissuunand
213 iiieleuheszuununasioyaluhauuuszuuaandll

2.2 LﬁaLﬁuﬂszﬁw%mwm51/‘1’muﬁuaqiwwumafLuLLazmﬁmwzﬁ%’aaﬂammmsﬁwaq are.

3. auauURgdudeiaue

3.1 fBudeiaueseniuifyanaiifimssnmadoudesuisnuudlidesndt 5 U lnefivdngiu
msaameidon o naaLNgIAanIsin nsgnTemded Jseenienansvidesusesnsaangidoul iy
3 ieuiufisTuiiauenan Inglduunsdnauesan

3.2 ffudeiauesesiinanulusussuunsuineiuiossuuieieteneuinmes wazlugdnya,
lngnsaiunmenuYessgny Wi%iﬂ%ﬁ@ﬂﬁﬂ’ﬁﬁﬂ%@ﬁﬂﬁ’mLLazﬂ’ﬁU%WﬁWﬁ(v]ﬂ’]ﬂ%;ﬂ: W.A. 2560 813UDY
2 dyeyn yarveusasdgyy luiaunidn 34,000,000 U (@ududduundan) Femanuiudesd
szoznalaliiu 5 9 dudaantuduanludnyan wasdomuanmngiuenansiusestany uazdiudagy)
Tnelvdurasidiaussan Wil amn. anuni ieznmsdeudafiaiilasnssanmissnumuionas
flauatiu

33 fiudeiaueseddumeusisialiduiunusmheangudn wiedunudminelulssnelng
VIOUTNIVOIEAS N MS0INUTENANIVBIIeINEnAuslulszinalng wassadlasunssusean
gunsaifitauariugunsallv liineldeusnneu Seylumenisudn afuayunsiulseiu (Waranty)
auayumsumaiauazuInmdnisve Tesuuudiuniideussiauasmisdosusesdmiusonisii
41,42 43 4.5, 46,07 uay 4.8 Y8R musveulnvesy (TOR) Ingliduramdnaussin

34 fiudeiauefaddfumsuisiilidutunmdmieandudn wiedunsminelulssnalne
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ilsdeus st swazmisdesusesdmsusienish 4.9.8 vesdarmunveulwavesy (TOR) Tnglyidunazidn
LEUDIIAN

3.5 Q’:ﬁlusﬂ’aLauaﬁaﬂﬁﬁmﬁwﬁ'ﬁwmmﬂﬂﬁlﬁ%’uwﬁ’@ﬁa%saa (Certificate) A1usEUU
AeuTImaS Wit eIaT ouTe AR TR NI 158U Professional musen1sde 4.3 vestormunveuiun
994974 (TOR) ageey 1 Ay uazliujiinuatvayunisdiidununasassesiatvesdasinisuay
svezna1suUssiuvedasims wieuvdngiuniisdeduses (Certificate) Inelviduvnsidnauasian

36 Qﬁlu%aLauas’faaﬁLﬁmﬁwﬁ'ﬂ”wmmﬁﬂﬁlé’%’wﬁ’qﬁa%’maa (Certificate) @® Certified
Information Systems Security Professional (CISSP) 58 CompTIA Advanced Security Practitioner (CompTIA
CASP+) aghalfos 1 Au wiauvdngumifadieSuses (Certificate) Tngliiduvmsidniauesia

3.7 Wmdisumaiavedudeiausniude 3.4 way 9o 3.5 awrsaiduyanatioafy

v
v Y A L%

& @ v a v a o v v
'Vﬁ'e](ﬂ']\i‘l}ﬁﬂaﬂ‘lﬂ YNU ﬁ]%(ﬂ@ﬂllﬂmalmmﬂiUﬂ?um?ﬁJWﬂWWUfﬂIusﬂEJ 3.4 gy U9 3.5

9

FIUaLIRYARMNANYUZIRNIZLATTBN MU

NouteiaunazdeaaueIun1TgUnIninaysEUy niaun1suSusisen (Configuration) wazfnmagunsal

o

LAYIEUU 2 YouTsWIeIU04 dFA. USRANIUNANUN dAA. NWUR F91l

A 379015 AU | wiae
1| qunsalnseedago 2 Y0
2 | indesmeuiiamesusiing 8 U
3 | geWdwisseuumeuiiimesiivieaiiou 1 YA
4 | gensuaTsvuuUuAns 1 Y
5 szuunTIdumslanfuagnevausssaiuanuleues 150 YA
6 | gunsalsnwaudasnsiy 2 YA
7 SEUUUSMITANssianuLaz UM sTansieadu 1 JEUU
8 seuuUssiliulaznsiagevaadlninielumsanie 1 JEUU
9 ASEESEUU 1 U

TyaziynnuinuMzaUnsalvadlasinig dnel
4.1 gunsainszanedygin 9w 2 e lnswdazyalinudnwuzedaionll
4.1.1 Jugunsaledntnannsaviravlusedu Layer 2 uag Layer 3 1o

4.1.2  fuaues Switching Capacity litipanin 4.0 Tbps (full-duplex)
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4.1.3
4.1.4

-q -

fiauannsalunisdseya (Throughput) lalitdesnda 3.0 Bpps (full-duplex)

IWosMULUY 10/25 Gigabit Ethernet (SFP28) d1uaulutosnai 48 wosm wiou

Transceiver Module

4.1.5

TN035AULUU 100 Gigabit Ethernet (QSFP28) g1uauluisenai 4 wasn wsou

Transceiver Module

4.1.6
4.1.7
4.1.8
4.1.9
4.1.10
4.1.11
4.1.12
evilangy
4.1.13
4.1.14
Radius 141
4.1.15
SSH 1Juu
4.1.16
4.1.17
4.1.18
4.1.19
4.1.20
4.1.21

finesndmsuuimsdnnsmaunsalisuu RJ45 Console uag Management Port
arfuayud Iy MAC Address ldgaanliitioundn 256,000 Addresses
a111505935UT1UU VLAN lalaitiaendn 4000 VLAN

awuayw IP Multicast Wy IGMPv1/Av2/3 Ididuetatioy

aruayuniv1 Quality of Service (QoS) wag ACL 1

auauu Routing WUy OSPF uay BGP liluegatioy

atiuayun1svin Link aggregation M1u11A5§1U IEEE 802.3ad leag1eoy 16 wasn

atuayunasgudaieluile IEEE 802.1d, IEEE 802.1w, IEEE 802.15 waw RPVST+ 14

gUNTAYINUAINLIATZIULUY IEEE 802.1x Uag5845UNI5¥1 Authentication H1u
A1U150UsIN5IANShenaRalUll Command Line Interface (CLI), Telnet, SNMP wag

arluayunis Monitor ¥84 Traffic wuu sFlow 1g1

aluayunI13vi L2 VXLAN (Static VXLAN, BGP EVPN) lsilueeatios
gUnsniaansofnsauLs Rack 1¢

ann5030e5UTEUUIINLUY 100-240 VAC Al 50/60 Hz ¢

§i Power supply @150Y91UNALNULUY Redundant 161

anusaviiulangamgi 0 8a 45 ssrwaidea 1ol

4.1.22 lsi¥unmsguann FCC, UL, EN, VCCl waz RoHS 1usgniies

4.1.23

AINTOYNULUY High Availability (HA) wWuu Active — Active %38 Active — Standby et

W 1,/ @(\ rg\g o
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4.2 \iasmouiamesisidne $1ud 8 Y Insudasyafinudnunzednaiosdil

4.2.1 awmiaﬁm@?wavxlsﬁn%wuué’fmﬁu%’ayjau:uuLaﬁauﬁm%’mzwLLﬁﬁjwaﬂauﬁaLmas‘Laﬁau
fiauelulasanisuuy Hyper Converged Infrastructure (HCI) 161

4.2.2 dndrgUszurananay (CPU) LUU 28 wnunan (28 Core) n396na1 @1nsu
ABNNILADSTHLIUUE (Server) Taslany ﬁm’1m?aé’zymmmﬁmﬁyugmhiﬁaam'w 2 GHz 91U
laitioanin 2 wihe

423 wuqgUszuirananals (CPU) 5095UN15USENIANALUY 64 bit TA1UTILUY
Cache Memory 5aulusgau (Level) ingniulaitosnin 52.5 MB

4.2.4  fnureAudvan (RAM) 4ila ECC DDR5 #306ni1 dauinsaulitesnin 1024 GB
5835uM15ld memory laasgalaiioandn 8 TB uasiidnuiugesld Memory liitloandn 32 DIMM Slots

425 fdmiredaAudoya M2 SSD wuy Hot Plug w3 Hot-Swap 7idauglitesnd
480 GB 41U3U 2 e @150 Hardware RAID1 161

426 fmhedaiudeyauuy SSD SAS Mixed use WUU Hot Plug 130 Hot-Swap 7isinug
laitioani 800GB S1uaubivesnin 2 iy

427 fwuredafiudeyauwuu SSD SAS Rl wuu Hot Plug ¥3® Hot-Swap ﬁ'ﬁmmq
laitounin 3.84 TB druulitioenin 10 wie

4.2.8 {99 LCD wansdnugnsvinauiidnumid Ssaunsansiudennuiinunfivesssuu
1#31n Error Code uu LCD Display

42.9 a@ws0dansASeTERIY micro-USB port

4.2.10 fdwdeusefusruuaiodiawuy Gigabit Ethemet s1uaulatiosnin 2 ports

4.2.11 fdrudeusowuu Ethemet MifiAnusalalifosndn 10/25Gb ¥iln SFP28 §1uau
laitioanin 4 ports wion module vila SFP+ Litipanin 4 unit

4.2.12 dmiredrenseualniiinisluindes (Power Supply) auinlitiosndn 1,400 Watt
$1uu 2 40 fquanTAvhnunauwnuiuldlaesalulid (Redundant) wazauisnneaiud suldviud
wilsiindgynnle 9 (Hot Plug #3® Hot Swap)

1213 Funiosneuimesidiisiiauersdeaduuilldsunisesnuuniiiofndeuy Rack
Tnsiane vualiiiu 20 wieugunsal Rack lunsing

4.2.14 annsaldauiussuulfuiniswag Hypenvisor agnetiae e Microsoft Windows Server,
SUSE Linux Enterprise Server, Red Hat Enterprise Linux, VMware ESXi

4.2.15 fMthemuaunsdhissruuiiiesesiunsinniseieauidisainszeslna Tnglises

AnAY (Agent-free) WslaUD software LLLAY
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4.2.16 TWswnsutelunisenuaussuy (System Management) wasiieuannsaag e

4.2.16.1 @1u1saA1uA U Power On, Power Off, System Reset, Power Cycle
uwag Graceful Shutdown 161

4.2.16.2 awnsaltnu Virtual Console w1 HTMLS5 Uag 5835Unsldau Virtual Media
\9u CD/DVD, Map Removable Disk Isiduseetioy

4.2.16.3 aansadasiu nisudly Confisuration uay Firmware vaiaasadld

4.2.16.4 System Management 5945UN159AN1S Server Lag Monitor qﬂﬂizﬁ
Networking, Storage 52194 Third-Party

4.2.16.5 System Management $843 UN13%1 Integrations AU Third-party 14U
Microsoft System Center, VMware vCenter and vRealize Operation Manager ladueg 9o uay

seafunsiieurefiu Third-party @i IBM Tivoli wag Nagios Ioiduseeioy

4.3 fanAulssTUUABNRIMBSUAIYTLEHaU LWUU Open License NilAvEN5s095Un151H9U

¥
v A

laitfesndn 2 U 91wy 1 ya Tnsudazynlinudnuazagneiaeadl
43.1 Tszuuuiussansdmiuaeuiiumediaiiow Feiaauaunsaded
43.1.1 {53 Single Sign-On I8 Login iiesnsaien lunsdidssuuuinig
dunasdnsuaenimesiaioulnnnin 1 seuy
4312 1 APl dwlunisidexsiedu Third-Party Tools s 9 1
3.2 fszuuiedeseeuiameiusivisiaiio delinudnvnzetialiosnail
4321 § APl dwsun1sideusaiu Third-Party Backup Software, Multipath
Software
4.3.2.2 @111950%1 High Availability (HA) 1navi1n15 Restart Asunalaasialauls
TnednludAlunsdlf Hardware 38 Operating System Ugyw TasanunsarnuAsIiunTs Restart
YDIABNN UMD LELoU
4323 @unsadan1siud Disk uu Shared Storage fmeufinmesiaiiouuuy Thin
Provisioning 19
4324 @nsavinisdreasuiianediadeuduluunsening Server antely
ArawmesifyIfuuazinadamesldlaglinssnunmsvihnuvesgldnu
4325 @wNsvNIULUL Fault Tolerance sy Application vhausieiiodlunsdl

7 Hardware 83 Server fiflgyy Tagsasiun1svhen (Workload) 7 8 Virtual CPUs
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4326 awsagrglnafadvesnsuinesiaioud uliunsening Storage lalng
Luifinansenuiugldan

4327 @uisaaseneuines wdvigadouldldunulsanudilauinna
ymhernudiidegatauuiaiesreniamosiiainng (Memory Overcommitment)

4.3.2.8 dsyuudrsuusiuinmsinuvesdusunsutesiuhiarsunnesinglises
A Agent vupBNRILRBSIALDY

4329 @1u1350911n15 Replicate ApuRImasialioutuaud o inesle lned
71 RPO (Recovery Point Objective) laitfiu 15 w1

4.3.2.10 @1u150n329d0UT R 9L AT ufu Server aramii udavin1sdne
noufmesiadioulu Server du iolilifinansemufugldan (Proactive HA)

43211 awnsaldauiu Reliable Memory iawiuanuadesliiuszsuulaenis
hauiiddeylun1svie wu Hypervisor 1iulu Memory wuu Reliable Tuvaugldiany

43212 @14135001%UA Bandwidth (QoS) Tun1514" Network wae Storage
vunsuinesiaiouls

4.3.2.13 @11150%1 Load Balance %15 ® Balance resource n151% 91U Storage
ImEJmi&’hEJﬁuﬁLﬁuﬁau“aﬂamﬁama%mﬁaulﬂé’q Storage fiwnvaulslaesnludd

4.3.2.14 gransavinnisgreneniimesialoutinluunsening Server Lagdnusyuy
Usmsdunanlalaelinsenunisviauvesgldau

43215 f1A309ilolun1sI N UTANITNNITE WANLIBSTUVDS Hypervisor, Patch,
Driver uay Firmware Ingdnsdefiu Hardware vy Server idfnsesyuuusidnereuiaineiiaiiou

43216 f1a9A03 gndessesiunisldauaseuaquiiuiumitsyssuiananans
(Processor Core) liitflaanin 448 Cores

IS o/

P @ P ° o ] a P 2
4.3.3 uﬁzUUﬂﬂLﬁU%aHaLLUULﬁNQUH'\‘WiUigUULLN"U']EJﬂE]&IW'JLﬂa%lﬁuau YIUAUAN YUY

Al

14 o

agnetloudail

4331 awnsauimsdamsszuuianudeyauuuiaiion lalngnssanssuuuims
dnansdmiupeuiiumesialouluzuuuy HTMLS

4332 Wussuuiilgpmuauniodanisvienilussiu Kemel wos Hypervisor

4333 @501 SSD uu Server u1as1a1du Shared Storage @S uLA3 B4
ARUMILARSIEN oY

4334 @1u15ald Solid-State Drive (SSD) ﬁﬁasgjuu Server 1191 Cache Ll 9978

Wuaulunsdeuuazeudoya

,
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4.3.35 @unsamuua Storage Policy 19U JULUY RAID, 31174 Disk 71 Stripe, Thin
Provisioning, Cache Reservation 1% VM usiag VM 161

14336 aunsiuANGaues Server Witadans Availability Tuseu Rack Server 16

4337 aunsanimuauiuianislgeu (QoS - Quality of Service) Storage 484
VM usag VM 19 Taenmunluulouie Storage 909 VM

4338 @1u1salderudu Cloud Native Storage uu Container LLasau‘”uayu
w3eafiefldlunns Monitor #in4 9 1y Prometheus

4.3.39 mmmamﬂ%mmmaq%@gaﬁL%auimamsﬁw Deduplication (aan1sg19ou)
wag Compression (M13UU8A) Teya

4.3.3.10 @unsaa@31e Storage o9 VM Tiilldnweaugiuu Erasure Coding

4.33.11 fiavAn3 gndeanseunguAlINy Raw Capacity filausnude 4.2 1a3 o

AONNIMBSIIYIY 91UIU 8 YA

4.4 faWAwITITUUURURNIS Microsoft Windows Server Datacenter 31u2u 1 940 lagusdazyn

o/

IS ] 4 o/ ‘g
UAMANWUSDYINUIYAIU

afla

1JudvaNS Microsoft Windows Server Datacenter Lj@‘;"ﬁ'uaﬁqmﬁmﬁluLﬂ%@ﬂﬂauﬁuma
witne Ingsessuniieyszuiananans (CPU) luaandn 280 wnuwan (280 Core) NiGvANSQNABY

AN WY

4.5 szuunsrTUNIslanAuaznavauiaseanaulyguas 91uIu 150 ¥ lasudazyn
finudnumzatiatiosdal
451 Juszuuniedu Platform Mlesnuuuuidnsutesiunislanfuuy Extended
Detection and Response (XDR) WlaglanIg
452 flAssdd1ansUsmsTANISLUL Multi-tenant Saas WislWaunsau3msinnis Policy

YaauAag Site IOANUNMNUA

o,

)

453  @wsanmueansdmiumuAunNsdntiasyuy (RBAC) vadusag User 1o

454 aunsafiuteyasvanauiinsrawuldlidesndn 365 fu

4.55 @unsnfnm Agent UuszuuUfiRmsvensdesnaufnesuatna (Endpoint) feil
Windows, Windows Server, MacOS, Linux, Container Platforms wag VDI Iondusgaiae

4.5.6 szuUTidnausdesl Maintenance Token %30 Passphrase Wi adestunisneu

Asannaluswnsule

I o
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457 syuuidiauedesannsonraduuazlesiufoanauilaufivueiesneniiaines
Ua1eni1e 31nAEANAINAIY 9 1& 19’1y Known and unknown malware, Trojans, Hacking tools,
Ransomware, Memory exploits, Script misuse 8¢ Bad macros Tondusenatios

458 @wsndai Full Disk Scan siuntiunisnisdnms iedumsieanmuuuLAIos
ABNTILABSUAENIS

4.59  ansadurudeyanginssunesade (Investigation and Hunting) uavihiaueteya
saoluilsduetnates

4591 uanpuduiusvatusiay Process fidedasde (Process relationship)

4.59.2  uansdeyanuddumanisal (Event Timeline)

4593 Fuunwginssunmslauifidenadosenu MITRE ATT&CK

4594 mmiaﬁ’ﬂﬂﬁimmavﬁayjam’mﬂizm‘vﬂ,@f W1 Processes, Indicators, Files,
Network Actions, Registry, Logins Dudu

'
[ a

4.59.5 @usn Custom Rules Tunisasiaduiiiuaule
o o 1Y) N ad a &£ & a s =
4.5.10 awnsamsiunangiuvsedeyanislaudniinfuuuiaiesneuiiunesiaieniaie
ATI9d Vg o UMa A L 08021 14 TU d1UTUAIAI19 9 TUNITAUNT WaEIBITUNITIYY
Tumsifivteyaldlitdesndt 365 Tu
4.5.11 @nunsninsgausEuy (Rollback) vaspauiianesuaenie lnganansaineusiuiu
Windows VSS snapshot Lﬁagﬂiﬁmamm Ransomware %38 Malicious LLaziaﬁUmaﬁﬁui%UULwU

SaluiiRrunduinsnisdans laglidndusioadeu Script wWeldlunisdau

=

4.5.12 @313091 Remote Shell livelyiEauasvuy WNINYIunTIRdUNISIaNR LagTIuTiudeya
HeUsendanaitunistiemdeliogiaiuszangan

4.5.13 5¥UUAINTAYNIUAIUAYN Network Connectivity 1138 Firewall Control Lﬁammu
nsdeuseresneuiunesUarenidls nvannsaviaulduussuudfofinnsits Windows, MacOs
waz Linux liluseades

4.5.14 gwnsanluAunisideugunsal (Device Control) 19U Removable Media H1u USB
uay Bluetooth vuLedasAayamaiUanensls

4.5.15 SrUUANIOLAAITIBNTS Application AifiadauLIAIaABNRABTUATETN H L
UIMITN590N13 SamiaT9geudedlniuu Application 161

4.5.16 sTUUANNIAMUANALTUNTAS BsReRRumesUA BN 9INAUSnadld udansgn
Tau 1Wu Kill Process, Quarantine uag Remediate Lilevmsaulwdsunsny violvduvanuasy uaz
AszuuTigniudsuutadlnefuananu
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4.5.17 syuvannsneensenulugliuusig 9 Sasoluil
4.5.17.1 Executive Insights
4.5.17.2 Applications Insights
4.5.17.3 Threats Insights

¥
a [ ]

4.6 gunsalsnwanuuasasie $1uIu 2 Ya lasusdayniinnidnunizadneosnail

q

4.6.1 Lﬁuqﬂﬂiaj Next Generation Firewall WUy Appliance #ifl Module Slots agnsifag
1 Slot uavanunsaRndely Rack vun 19 ks

462 B wmesimawu 10 Gigabit Ethemet wuu SFP+ luitioanin 4 wasm wiou Transceiver
SFP+ U Single Mode

4.6.3 duwmesiawuu Copper Ethernet 10/100/1000 w3afni1 Liteendn 8 wase

4.6.4  aunsaldeulduunietiy IPva uwag IPvé 16

4.6.5 il Throughput d@m3un13vi91u Firewall livfosnin 80 Gbps

4.6.6 3 Throughput d@wsumsnsivaeu NGIPS lalitesnin 5 Gbps

467 farwaunsalumssesiumsideusie Concurrent Connections 3 Concurrent Sessions
laitfaenin 17,000,000 Connections #s® Session WarSUN3Ld ouse New TCP Connections 1138 New TCP
Sessions T lsitianin 350,000 Wusgstay

4.6.8 @1w1509 Automatic Anti-Spoofing Temludia

4.6.9 annsavhauludnwae High Availability (HA) %38 Clustering Firewall WUy Active-Active
%39 Active-Standby

4.6.10 @nunsavin Application Control lat

4611 @1w1sansivdeukazdeitunisyninguuuunie q agredey #ail Syn Flood
%138 UDP Flood %138 ICMP Flood %58 RST Flood, IP Address Spoofing, Port Scan, DoS %58 DDOS,
Teérdrop Attack %38 Land Attack %30 IP Fragment %38 ICMP Fragment Dudule

4.6.12 @3589 Server Load Balancing 161

4.6.13 @11130¥N1IATIVEOUNTSLANA L ateanwauy LU Full-Steam Deep Inspection,
Dynamic Context Detection, Vulnerability Exploit Detection, Anti-Botnet Lag@14138 NINT
Custom Fingerprinting liMJusgatioy

4.6.14 §anslunnsvh Virtual Contexts Teilitioanaa 10 Virtual wazsessunisvenslitaenin

100 Virtual loluauian
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4.6.15 f5guUUsMsTANIsUULAIUNA1S (Centralize Management) 97U2U 1 S3UU Lagdl
AuautRogstondil
4615.1 Hugunsal videszuugeninifannsofnslduussuuUiing Windows
vi3o Linux 1¢f Tagvimiilunisuimsdansgunsai$nwimnuuasnse (Next Generation Firewall)
4.6.152 fszuvlun1sdadudeya Traffic Log vosgUnsaifi tauslulasanis
Tnganansadaiudoya Log Records 38 Collector Rate lnlsidaendn 100,000 Records Per Second
4.6.15.3 @111509" Policy Validation wae Policy Snapshots Lévii 83186 an13
MTITABUAIINNABIYDY Policy noun1s Deploy Policies sSadtedestumnuianaislunsldauls
wieutsannsnads Policy wuv Jump Rule lfifteiftussAvsnimnsviauvesgunsallifsay
4.6.15.4 @1U10LAAILNUNINADIUZIDIN1TYNUTud ¥y Geo-locations,
Networks Diagrams, Real-Time System Status wae Top-Rate Statistics e dueeation
4.6.15.5 @11150%1015 Customize Dashboard #38 Overview ‘t’faa%a Real-Time
System Status wae Top-Rate Statistics ¢ uavanusana Threshold iteudadioudloAfufiimusls
4.6.15.6 @11150 Filtering Log @ 278115 Drag and Dropping Log 217 Fields 14
wara1130a319 Rule 910 Log 191
4.6.15.7 @mn3avnnsuand Log Analysis Tuguiuumsmunmnislaui (Log Visualization)
19 Attack Analysis, Network Application and Client Executable Usage wazanu139in Log Aggregations
Iiduegration
4.6.15.8 szUUNIINN Fail-Safe wiluguves Policy Upload wag Remote Upgrade
Firmware Liietiosriuaufiomarslunsaififins Upload deyailiauysallugunsal
4.6.15.9 53U Incident Management Lﬁammg@umzwmﬂmﬁmm
4.6.15.10@14190A59980U kazAaniuaniunisaivinauvesgunsaidu o 16
W Router %38 Switch 1udu wagaunsavitn1ssudeya 19U Log, NetFlow 1vinsiiasiensiuiy
Tugunsaifiauslulasanisle
4.6.15.11 @1115088N5189TUKUU Schedule Report 1A 191 518971 Botnet Daily
Summary, Inspection Alert Summary, Evasion Summary, Vulnerability Summary tag Application
& Web Security Summary \Jusgsiios
4.6.15.12 @131150919 U INAUTZUUUINITIANITIZUUS N AuUaenAy (Security

Y

Management Center) 1 afia. lnuegluagiu

9

a

4.6.16 Tavansnistdauludsenin 2 ¥
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4.7 szuuudmsdanissiainunazudmsianiswaty $1uau 1 szuv Tnsudazyniinudnuns

agetiandail

4.7.1 Wussuuiignesnuuumdmivimihilunsuimsdanssiariuuagaunudn
n3oleaty (Session) lun19id1duns ssreufinnes gunsniiaieveludnuae Privileged Access
Management (PAM) Tngianig

4.7.2  @WnIONITIEUUUIMTINNITHIUNG Web Browser lg

4.7.3  se935uvinuluanwealy High availability (HA) wuu Active-Standby %58 Active-
Active 1¢1

474 ddn5lun1suinisdanise larunie Privileged Account #3a Admin User 1¢t
lLitleundn 20 User waguivnsdnnisgunsallaladesnin 300 gunsel lneiludninisldnuludnuaus
Perpetual License

475 @wnsavimsaIuaunisvelfuaziudsu Password vesszuuniogunainig 1
WU Windows, Linux, Unix, Router wag Network Switch Ioduagtios

v A

4.7.6  ausovinsdni1 Uy EldauaInseuy Active Directory wag LDAP W1un8assuy
Privileged Access Management 1¢

477 @wnsafmvundndilfauves PAM Users lunnsidnians sawivsuazgunsnd
WA30v18 TuszAudnsaig 9 maqm%um’mﬁmmsqﬂmzﬁm?amﬁ&nfu 9lae35n13 Map Users
%39 Shared Accounts Password Management (SAPM) Iodueeaiey

4.7.8  @1U15071N1IATIVANKALAANINNITITINITEUUNT B UNIAl Ua1813 (Session
Management) 16 s SSH, Telnet, RDP, VNC, HTTP %58 HTTPS, SFTP %58 Database Connections
(sQL) ledusensos

4.7.9 lunsdliifinsldausinu RDP wag VNC uag SSH %3 Telnet szuudiosdnunsavnis
Yuiinn1slde1u (Session Record) ludnwaug Video Record waga1u15a¥n1359aumnds (Video
Playback) ¢

4.7.10 92UV Object Character Recognition (OCR) vt ald luns A umna Keywords
3o Commands 7ivhn1stuinlu Session Record ¢

4.7.11 @ansafuauloute Policy Key Definition Tunisaiuauyaddaftiddydimiu
Al 1wy yardfesinu (Black Key) wazyamdsiianusnsaldanls (White Key) Ififustaies

4.7.12 ﬁizUU’LumwaaqﬁﬁW‘qmﬁﬁﬂ (Managerial Approval For Command) 1ty Y88yt
Tduaddedasinu (Black Key) uag a1unsaviin1snmunszezinailunisldau (Managerial

Approval Reservation) laifusgnatioy
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4.7.13 @11130051980UN15LH9U Session ludnwig Active Session la lagauassuuy
a1u13avin1sUan3 ese funsldanu Session 7ilidoanisle W Kill Session uay Kill Session with
Logoff lalusensioy

4.7.14 @unsavins Monitor Session Aifiasnsuuy Real Time Tudnwasz Wire to Session 1

4.7.15 awnsovhmsdundeyamaiinldaures gunsal v3e Session tu q 16 1wy ¥hinas
AUYNAN Device Group, IP, Host Name, Protocol, User Name, Client IP, Commmand, Policy Name, Time
Start wag Time Stop laduseeee

4.7.16 @11190%1 Two Factor Authentication (2FA) $2uAU Mobile Application d1%5u
s lgaussuule

4.7.17 5995UN9Y1 Jump Host lalsitipanit 20 Jump Host

4.7.18 amnsnsruluanseaz SSH Proxy, SFTP Proxy, RDP Proxy, HTTP %38 HTTPS Proxy
Tusiedlalaelifasiiansyuy External Jump Host 1§

4.7.19 @150y Task Automation Tudnwauy Workflow lag5895Un1588NLUUNNTHNEY
984 Task 19U Pre-check, Execution wag Post-check 1@ check usaa1u15a3in Job Scheduler dmsu
115 Run Jobs %38 Tasks laenlusii

o/

4.8 szuuuszidiuazasiadaudasininigluiaiavie 1uau 1 szuu lngudazyalinnanwae

agnetiondeil

4.8.1 IUsLmsmﬁﬁ'}LauaﬁaagﬂaaﬂLLuuuﬂLﬁaﬁmﬁﬂﬁmnaauLgasﬂimﬁumwmﬁm
ngedlnd (Vulnerability) lnaianiy

4.8.2  awnsavinmsnsiamnvedwiluszuulauuulidningiuau IP Address

4.8.3  @NAUIMTIANTIANIU Web Based GUI wuu HTTPS

4.8.4 @1U1T0YIN1IATIVABU (Scan) lanainuaie 19U Wuu Non-Credentialed
%38 Credentialed iiluegaiios

4.8.5 @sanTvdeutelminglussuulAIovIgHIU IPVA %38 IPV6 L6l

4.8.6 annInviiMInTvaeutedlnivesaunsalin3edie wu Cisco, Juniper, HP, F5 uag
SonicWall ¢t

4.8.7 @1wm1sainInTIvdeuYeslnivesssuugIuteyale 1wy Oracle n38 SQL Server
%39 MysQL 1a

4.8.8  @NIONTIIEUTdmMYeIsTuUUf URMIABNRIADS 11 Windows, MacOS, Linux 14

4.8.9 @1150YINNISAAIAINT Scan anununla

¢
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4.8.10 4 Templates @115UMIN15A529@8U Compliance wag Configuration 981318y
400 Templates

4.8.11 3is¥UU Threat Detection Wy @111500533@8U Backdoor, Malware %58 Botnet I
Juegretioy

4.8.12 fgudeyavesedind (Plugin) litfeendt 150,000 Plugins

4.8.13 ﬁgm%’a;&awaaﬂiaﬂmﬁmamqummsgm Common Vulnerabilities and Exposures
(CVE) lsitfaunin 60,000 CVE IDs

4.8.14 @sadwianguteyavestedinilalagdnluif

4.8.15 @111350v1N15 Scan N5 Yednilagd198euInsgIuaIuALUasndy LU SCAP
w39 CIS w38 PCl 1o

4.8.16 @1U1I0INEIHUAUTUKTIVBYBALNIAIUNIATFIU Common Vulnerability Scoring
System (CVSS) 1o

4.8.17 anunsneansieaulugliuy PDF #38 HTML v3a CSV formats 1a

4.8.18 fiavaAn5n1sitauegetey 2 U

4.9 n1streszuu S1uau 1 9 Teswdazyalinudnuuzatnatiosdail
4.9.1 ﬁwswszwmuﬁam&gwuﬁag”luiwmmaﬁﬁmm ann. fiat
4.9.1.1 ﬁuﬁamé]y’naqﬂﬂsnit,l,azmw?f@mia
49.12 3398yA IP Address vedudazgunsaluagszuy
4.9.1.3 A" Policy Wag Flow N15YINuUT9sEul
4.9.2 mmaauamusmsﬁwmumaaisuuﬁaaﬂusswﬂanﬁlﬁmaq amn. 71 Virtual 3a
W3aUnnSldau
4.9.3  4av Check List LAZNAGOUNITVINIUVDITEUUAINY ﬁag’luszwﬂanﬁlﬁmaa arie.
4.9.4  ¥1n1s Backup AN Configuration 138 Virtual fiegluszuunansiiuues are. faud
agiinsloudeseuy
4.9.5 m”’lLﬁumﬂaua”ws::‘ummﬁ'asﬂuizumanﬂlﬁmm arm. lUgeszuUAang
Aoufmasluifiiaues sruiuedetios 17 szuu feil
4951 sS¥uu Web Portal
4.9.5.2 SEUUUSMITIANSIASIAS1989ANT (Staff Directory)
49.53 SPUUUIMIIANITTanuarATie

4954 S3UUIDISOLURN
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4.9.55 SEUUIDMDIUTEY

4956 ulgidrdnanuasegianisads

4.9.5.7 Auled 1359.¢0.th

4.9.58 SyuvENsUTTUBIANNTRING

4.9.59 szuuLUUNesuBannselnd (e-Form)
4.9.5.10 szuvaneilededidnvseiind (Digital Signature)
4.9.5.11 szuvaiauazinifuienaisnarsdidnnsedingd
4.9.5.12 syuunsasnaluarnsatalannsednd
4.9.5.13 sguy Mail

4.9.5.14 sgUU Active Directory

4.9.5.15 SLUUNITAIUIULASLNELNTOATIIUTALYIAIN1BAUA A I0DNTANA ALY

F1U810419NT
4.9.5.16 ssuu PDPA
4.9.5.17 spuudmsdnmspudeyanansiuiasugiiansads szexil 2 (DOC Phase Il
4.9.5.18 @uilunsdne VM szuuduilvhauuuszuuaandiiuves aee. ludafuuy
JEUUARNIALULATINIG

4.9.6 Vhnsmadeunl Check List ANSZUUAINY ﬁag‘lusswﬂanoﬁﬂauﬁaLmaﬂuﬂﬁmua
4.9.7 Monitor N13YNATUVBITLTUUIIUA 199 1d91nT 158180108 lusEUUARIIA
Aoufmeslnliiaue
4.9.8 Qﬂuzﬂﬁﬂssmmwmﬁmﬁ@é']gqszwmsusm&ﬁnmaﬁﬂé WUUNBSH SYUUAIUNY
Sidnnselind wazszuudaiuAunienaisnandiannseiind (nandwel Infoma 3u WebFlow wag
WANAI Infoma $u WebForm)  amn. THaueg] vuirdsausisnendawSenlul waslouthedoyadl
TWdlenansuuURsiLANS R TITd0U AN IEasBaad
4.9.8.1 Bi‘ljuxﬂ’liﬂizﬂ’JCﬂi’]ﬂ’]GTEN@O’IﬁgﬂﬂiLLﬂ’iﬂJﬁgUUa’]iUﬁmﬁLadﬂ‘llli’e)ﬁﬂ?{l
wuutlody seuvasuuBdnvseiing way szuudafiudumienaisnansdidnnsedindndondnsnisld
U (License) vuiadaausiteiivmnseuls
4.9.8.2 H¥urnsUTEMATIANARIRNTIIdBUTRLAR NS aNLATIIWIUYRYanaun1s
low, Touthetoya vl Indlenansuuuinfndsuueseainefisanionld uasvadeusyuy
4.9.8.3 ﬁ%uzmiﬂssmmwmﬁaa%’mﬁﬁﬂmwumsamﬁassuumsuam&ﬁﬂmaﬁﬂé

dusunsansauuLAsaskune Ty
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4.9.84 fuuznisusznmasafesinienuaguiuiudeyaduil uasdnnuld

LONANTLUY ImaL‘U?a‘uLﬁauﬁagadauﬂWiTauLLawé’amﬂaus’ha‘ﬁ'agaﬁzwms‘usmﬁLé‘ﬂmaﬁﬂé

5. AAUALIANEINBUNER
% L4 1 ¢ a Q,Jl L3 } 4 [3 s Q’Jl v 14 <
JyuznsUsznasIA1azd esd wevgUnsnluazi adsgunsaindouvenduisnaun Tiudase
el 240 Yu siudrantuasnsdludyg Tnsuvsmsdeweunudu 4 vin fall
l:ll 2 U v 2 L3 I d‘ 4 o a . 4:’11
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- dweuenanviseaiiouf URvudmIugld (User Manual)
dasutenansnien feufudniudmsuidminfguaseuy wien Usemame
wag Password §13UUIMNTIANT

- ihssuuianysalkdmiaualulassnseanuURnuass

6. wannadilunMINasAadendaiaue
Tumsiasawamstudeiauenssdl are. sziasandaduaninasisatagldsnnign dufuus

A15USEMIASIAN

7. NRUIVUTZUI/9RUNLASUIRESS
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10.3 Q’%uzmsﬂismmwm%éfaaﬂi’ﬁzmﬂ%’umm% 10.2 TvuA ada. nely 7 34 dudnanniu
aY v vy & o v I o ' ) ay vo 1%
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