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5.1 9Unsai ALY TR A93193N 3R A T (Security Incident Event Management: SIEM)
$u 1 90 nefinudnuusagaosdsi
5.1.1 Wugunsal Hardware wuu Appliance fisenuuudwiuifivtiufindoyamsunmsinwany
vasadeasetnelneviminiiidu SEM Tasanne

5.1.2 desawnsnseaiumsdsloyamgnianiléigean 7,000 mgnisaireiund (Event Per Second)

Wuathatow

v I
= =

5.1.3 szuuflauedewdivuin Storage WianuiisuAaunsvh Raid vualiitesnt 60 TB

5.1.4 fleadousiasruuirdatne (Network Interface) WU 1710 G Base-T wiafind1 d1uiliivios
i1 2 994

5.1.5 58UUABIT83T log formats Tuguluy Syslog, Syslog TLS, SNMP, NetFlow, OPSEC Ty
agaviae

5.1.6 fimnuannsolunsimiuioyansesaeuiiumnes wardnwarugndewestayaiifutudin
1398n199i1 Hashing Luu SHAL viSafnin

5.1.7 annsavimsdeteya Log ludgunsaidmiudayanieuenla

5.1.8 szuuiiiauesisafimwansalumsiinistuda (Compression) faua Raw Log kavanunsn
USuseAurein130udna (Compression Rate) lluuapanida 3 sziu wazdeslitasnin 14:1
dwu

5.1.9 fianuaunsalunisaineuduriug (Correlation) vetayaiwnnisel (Event) laduatig
1ae uazdl Pre-defined uMmiaufiuszuu 100 Correlation Rules tuagntasuay aunsa

a

@574 Correlation Rules lalaishin

&

5.1.10 annsouany/Aumdeyadituiindoya :nuaneiay IPva uas 1Pve 18

5.1.11 ansaiudeys feanauainmeusndiy STIX/TAXI uasudafeudiefinsdeusaluds 1P
Address w3e Domain meusnednsfiiiusunsels

5.1.12 awnsndudayafoanaiumie « (Threat Intelligence) M NAIBUDN UaLvBIHARN IO
1] L‘ﬁu‘ﬁ’aga Botnet, Malware Domain, Malware IP, Malware URL, Malware Hash L‘ﬁ'al‘ﬁ’
Tumseszidoanauvialwiidaiuls

5.1.13 @ u150LaRINaL U Bar Chart, Pie Chart wag Distribution 16

P N
}f’fi 4/4_]?‘/ &A IRy



5.1.14
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5.1.16
5117
5.1:18
51.19

5.1.20

54121

5122
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aMNTOUANININTINYETrUUluAN YN Dashboard Miauuudu q fiauisouananius
YoM slgunineInsing q vesssuy 19

finuannsalunisasnesenudniu compliance sasalul 1so, PCI-DSS, FISMA, HIPPA,
NERC-CIP, SOX, GLBA

Aesamnsninindvinsidiedayavasgunsal vaausasnguildauls
fimuannsalunadoudliniumia Email , SNMP uag Syslog 1
ansaeenssnluguuuulidld duieluil HTML, POF uax Csv Idiluatnatios

fls8UU Case Management %30 Incident Workflow tilglfannsafinauuazuSmssanis
HymiiAndule

'qﬂﬂ'sfﬁwswmﬁaaamﬁﬂﬁﬂﬁgmu'luﬁ Rack waisg 19 s

& Power Supply Wuu Redundant %58 Hot Swap $117U 2 Wiy
ansasuieyauazdniudoyassnes (Syslog) 91ngunsaiin3oteiduyes ama. 1¢
laun Firewall , Switch ,IPS, WAF uaz DDoS

A0 g9 (Authentication) & 17 a1uld Tnasesfugrutayarlduuy Local,

Microsoft AD lattluagntos

5.2 sTuvuImsIansuaznausuesdaln1salisanAumeneniamed (Security Orchestration,

Automation and Response: SOAR) 412y 1 svuu lnsfinudnuuzatietiosasil
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Lﬂuszuuﬁgnaamwumnﬁa‘[ﬁawmmu‘%mﬁﬂmmasmauauawiaLw!m'miﬁﬂﬂﬂmuﬁ
Wntuuussuunioenouiuneslsog1esalu (Security Orchestration, Automation
and Response : SOAR)

favavsdwmiudldnussuundn sunllsitosnds 2 Svanduasanunsoduduldluouan
5ITUNITVINIULUY Multitenancy 1 Tagarursamuuanisiiusuusaludd
(Automation Workflow) 5eyuuania Tenant 1

&1NI0UIMNTIRMIAINUADANY WU Security alert, Incident, Indicator, Asset Wag Task

1 L

Tessuntn GUI Tewdusgnation

£ 19 v

annsnvimsiuusavsgldaulunisiinfistaya (Role-Based Access Management) ity

Rules, Playbooks, Attachment ua¢ Report 16 wazau1sofiwuaansnis Create, Read,

Update wa Delete Tifiugldnussuuld
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5.2.11
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anunsaimusAMuduiuselunguuegguaszuy (Team Hierarchy) Tugukuu Parent,
Sibling waw Child Tailuattiae

a15ald91usE Uy Playbook Wuu Drag and Drop 16 Taeifiguuuy OOB (Out-of-Box)
Predefined Connector sldalitfesndt 300 madeusia uazrsuuuunisdanisuuy
anlwiiA (Predefined Automated action) S1uauliitdaenit 3,000 wuy
ssuvitaueannsouanidouteyalnenssdy Threat Intelligence Partner alsitfasndn
200 Mitey

fintinveuanina (Dashboard) fianunsausunsaAINISLaARNINaa S TN AT IERs s UULAY

ee

guaszuula
anunsaLanIralugULuUAN 9 1wy #1579 (Chart), 378015 (List) W3y (Counter) 16
ausminnseensieuazddiudluguuuy PDF uas CSV laidusgnaiay
amn3aviin1sidn (Import) wagdsean (Export) ULULLD4 Playbook 161
ansovinaueInfusEuURgURIRNY 1u Active Directory, LDAP way SAML e s7ufis
ansofmuanasauauavsgldnuluniadildssuuld
ansaviintsaiinszuun s uReUAuBIRamMANIa (Playbook) wazi3enld Taa
WuUdnluda wasimunies
ansavinsadne Playbook Ieatinsdaesad

1) Manual action and Task

2) msa§wq%umau1umiﬁm%u'lwasauﬁﬁ

3) masenldaiu Playbook fidauruls

a) nsimuadeulvuazguls

5) Mavgavsenfiunissedlofndefiananlu Playbook
annsavihinsfiudayaluguikuy Snapshot 1l avi1nsdaundy (Roll back) lunsdld
Playbook winilgywle
AN aBITURDUYEs Playbook ilenagauntsvine il
annsadudoyaanguuuy POF Wethluasradiu indicator Wifussuuld
szuvannsaiuliayaen Indicator of Compromise (I0Cs) 9nunasiifinuundofiouas

lasunsiumsatiuayuannmizeaiu Cyber Threat Alliance, ICSA Labs, NSS Labs, NASA,

NATO, Common Criteria wag Mitre {uag1ailas
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5.2.20 annsadenleaiugunsniduangudnaisuen (3rd party) situnmsidenld AP
5.2.21 suuseeiun1s¥h High Availability wuu Active/Active, Active/Passive waz Cluster 16
5222 gunsaifiiausdesanansayaus iy gunsalTinseivayadsnammisnauiiames

(Security Incident Event Management: SIEM) fvauslumsindenssiils

5.3 %Nﬁm‘i‘m’:ﬁuuazﬂauauawiaﬁaanﬂ'mmﬂmuas‘ (Endpoint Detection and Response:
EDR) 9712y 1 5zuv Insfinudnuuzegietiossil

531 Wurendifannsaldnuldiviniemaufinees uazniasraufinneduitie lalitas
ni1 550 1A3eq
532  awnsofedeléitauuy On Cloud WAz On Premise
533 sosfunsindeuuszunufuRnasenag Wedhatieudad
1) Windows XP, 7, 8 uag 10
2) Windows Server 2003, 2008, 2012, 2016 waz 2019
3) MacQS
4) VMware Horizon
5) Red Hat Enterprise
6) CentOS
7) Ubuntu
8) Oracle
53.4  awsovi Virtual Patch 16/
53.5 @W150A529@8U Application 7 l¥uneluasdng wazsionsgasluiniu Common
Vulnerability Scoring System (CVSS) 1a
536 annsadeaiufawds (Malware) i Machine Learning 1# Tnglsifasfinds Agent
53.7  @wnsatasiu Endpoint 18 wisgluanuzeawla (Offline)
538  aunsauamnmnsmmudduiunouvasmansoiiatuls
53.9  @wn3avi1 Threat Hunting 910 Hash wag File name Tngivungisianddasmsaumls
53.10 awnsamuaunsidnugunsal USe 1a

53.11 aunsatesfunisundadules (Website) filivaansele
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5.3.12 ansaviausmny Windows Security Center 16
5.3.13 awnsouanInaiuRANAIIRIY MITRE Attack Framework o
5314 aunsadmuadoulrlunsudlatiguidionsianuiawd (Malware) THaghatoudai]
1) Terminate Process
2) Delete File
3) Clean Persistent Data
4) Block Address on Firewall
5.3.15 awnsadwian Threat Intelligence 9ngufeyaveaiwomdnfnsifiausldoduraiiios
AADADYHRYE"
5.3.16 @un3aigausamu (Authentication) fl¥aulel Tassasiugudayalduuu Local, LDAP,
SAML g1
5.3.17 3945UNIVNAULUU Two Factor Authentication
53.18 sasfunisvhausiniussuuaulasnieiiug (Connector) Wy Firewall uay Sandbox
5.3.19 @w1saivun Action lasalusiRaiu Playbook Policy
5.3.20 5833UN15VUTIAU Event Management Tool LU Jira #38 ServiceNow
53.21 @m15084 Log wuu Syslog 1@
53.22 aunsafumimgnsaidedoulusne Ifeesand
1) User
2) Operating System
3) Device Name
4) Device Group
5) Policy
6) Playbook Action
7) Process Path
8) Event Action
53.23 annsowduieutiguastuuilonsranusiauds (Malware) w1y Email Ififueg1aios

53.24 @E@u15aLaMINaTIuIULUYU PDF 1{5]1‘[[‘]‘1485]"1\'1‘1588
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5.4 3TUUATINIVLATABUAUBIADITUUIATaUI8ABNTN MBS (Network Detection and Response:
NDR) ¥1u2u 1 szuv lnsfiguanenzatnaiiosnsil
54.1 {ilgunsnl Hardware Appliance S1u3uag1tas 1 9a Inelinudnunzetiaiaedsll

1) Hvesdausiaaionie 10 Gigabit Fthernet SFP+ 31uauliitiesndn 2 wesa wiou

7

-

=

AnAa Transceiver 10G SR wulitosnii 2 wass

€

2) fieadsusioiiotny 10/100/1000Base-T sruanilitionnda 2 e
3) 41 SSD wumliteendt 128 Gb 319U 1 WU
4) i Harddisk vualaitieendt 1.2 TB swwaulitesnin 4 miny
5) i Performance wuu Mix Mode (Brand wae Sensor) Lit/eunin 8 Gbps n
gunsailiannsavhaluuuy Mix Mode Tilfiauogunsninneuoniiviiuiidiiu
Sensor lagunsaimeuaniitauases Throughput laitiesndt 8 Gbps
542  ssuuiiauedoniiussuumesinu Network Detection and Response (NDR) waliidaya
Raw Network Packet titeviuldlumsnsindu uarinseidonnaudugsld

54.3  fedimwaunioUssnanaussinTeideyslaluguiuu On-Premise

544  syuviilauesetannsalunsinsgiuasnsndufoanautugsieiinig dueluil
1) eeadinasld Behavioral Techniques (Non-Signature-Based Detection) Taensld
Machine Learning Tuninsnadiasieyt wazseslinsld Unsupervised Leaming
Wuednatios ioanusans1adu Network Traffic fiRauni (Anomaly Network
Traffic) la
2)  dadiauanunselunisld Supervised Learning Tun1sas1a Model iiteldlunns
As1dLAuAnAIMaRTY Network Alfinafiatugald
3)  fianuannsalunatiud§ausEansam (Fine-tune) lusuaugnaasusiugly
AN3M9293U (Accuracy of Detection)
4) ABIAWTOUATIEA Network Packets 'lug‘tJLL‘U‘U Encrypted Traffic uaz
Decrypted Traffic 1aed1miu Encrypted Traffic ABsanu1sn AT 1ziieds JA3
Fingerprint Wz JA3S Fingerprint
545  szuuiitauededdimuannsalumsuanimauasativayudunisneuauasfunnAmILUY
Manual Response ¥3auuu Automatic Response 1# fasialuil
1) fewnsaengleyavussuuiilivinsedaiseeieluil daundslilaidiasny
90 Ju

s
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® i1 dashboard waman1sl4au Network fRaundfiseuvannsonsaivle
(ALl Alerts / Detections)

® Uszianveen1sleeu Network Anun@fiszuuaninsonsiaduld (Security
Category)
® SHUAUTULTE (Severity) W3pAIANUIEES (Risk Score) 1a9mslday

Network Aaun@fissuuatinsansiadula

® dayaved host A9 lawawsng detail waz Detection 161
2) desdiaAnuannin Correlate Security Events falinsunioanausienani

ANuduRuSITaules
® |ananan 1y danlesseninaaIadny Network Lateral Movement 16

® 11150 Map Security Events fiu MITRE Framework %38 Cyber Kill Chain
Webimsuidegnawdandadudoanaaszavle wazeglu Attack
Phase lalg
3) desannsothiayaiidiu Network Packet 11uaRINA Laza1n3n Export PCAP
Wietiluvh Network Forensics 14
4) szuusesfumshauiniugUnsaifumusiunsaande (Security Products)
\u SIEM, Firewall, EDR 16t
5 sguvanusaviuiniu AD laaaunsa manual %38 automate Tunsdn
connection ﬁ’ﬂﬁﬁﬁ‘ﬁ (disabling accounts) laBn15¥1 Account Lockdown Uy
platform 16
6)  awnsavnusmiugunsaiiiaszidayasasneneuiames (Security Incident
Event Management: SIEM) Uag Sz UuUdmMIdnnsuasnauauasmamanisaliy
ﬂnmumaﬂauﬁ’maé (Security Orchestration, Automation and Response:
SOAR) fhausllasen1siile

5.5 A3osnauiamasuiivne WU Hyperconverged $1u7y 2 % Tﬂaﬁﬂmﬁnwmzaaiwﬁaaﬁqﬁ
55.1 hunSesreufiunainitisiignaenuuuiy Hyperconverged Tnaiaw fimireussnana
Na13vila Intel XEON Silver 4216 wuy 16-Core Processor aafnin lneudasniesdl
A adyanniniliisiing 2.1GHz Swaulitesndt 1 mie uazsesunsiinsiuy
Iabidasnin 2 wmine
552 Imhearudmanyuialitsendl 14468 wuu DDR4 RDIMM %30 LRDIMM w3adin
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555
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557

5538
555

55.10

55.11
55.12

55.13
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fimiednifivtiayauuu Solid State Drives (SSD) wiafind uaziinywasomiselivosniy
1.92T8 Srwubivesnin 6 miy
fiveudousaszuuiaetis (Network Interface) WUU 1GbE Ethernet (RI-45) vafind
rulivesndy 4 909 wasiuy 10/25GbE (SFP28) Snuliitesnia 2 dos wiewans
DAC 10Gb 37w 1 viude
3 Power Supply 4uu Hot Plug %39 Hot Swap wunlidsenit 1600W $1uau 2 wiae
uawdl Cooling Fans UUU Redundant 584¥UN15n0AWABLLUY Hot Plug %30 Hot Swap
1%
fiaudausowuy USB 3.0 port luitfesni 5 vaq
Taa1Unenssuiuu Scale-out waz Open architecture @1u758 share Data Store 1% ESXi
\Fasduls
a1150%1 Data Optimization WU Inline Deduplication waz Compression lawsaiu
wihedaiutiaya Hard Drive wila SSD awsaidemenssuildegiedon 1 wie s
Node InglivilvideyaidameuarlinsznuneUssdvsnmlnesiuvesss uu vislaus
gunsal Hyper Converged jmﬁmﬁuﬁ’uﬁ v e lianansavhanldnudaiue
UNAY
suviiauesosannsvihnsdsasdeyaviefiversuaidmivdsasioye uesifutayald
Tnefinuauifesatiosdsil
1) m‘sﬁﬁaqﬁaga aunsanIvum Policy Backup, Retention time Ltazﬁy’a
Frequency (W38 Schedule) l¢1
2) annsafau (Restore) Yayalaluu File uax Full vM Wuagadesdmiu
Windows VM
3)  annsadisesieya viedAudeyasedu VM vu1m 200GB 97N Local Datacenter
w@sanelu 60 Jurdl
sesfunsiiuEelsun Hyperconverged Iflaglidomeanisynemy
5893V Hypervisor LUU VMware vSphere 38 Microsoft Hyper-V @lluagnelsy wasd
Certified 115U Red Hat Enterprise Linux VM
§l Remote Management Port WU 1GbE Ethernet RJ-45 37121 1 wasksia Node o
elun13dnnis iy Server 9 nszelng W1l Web Base Application ( Remote ) @156
& Power ON, Power OFF, Restart \fieq Server wazssrilu Bios I# wazanansavi
Virtual KVM Remote Graphical Console, Virtual Power Button Control, Virtual Media
wae Virtual Folder I¢ sa95unsdsanuszaglng ( Remote ) # Smart Phone %38
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55.14

55.15

55.16

55.17
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Tablet #2 Mobile Application fildfuniseenuuusnlasimmzangudnvauy Android
3o i0S ldluednaisy

il Software Helun1sdanisiugunsalaieg w3 Server lauuu web base application
Iagansn access t1u web browser 19 @snsavenanuzesgunsal uazuduiouds
RaunAfiAntiufugunsaiitunia SNMP waz E-mail 1ef

AMI0nTINABUANUEYBASe Witenlausnlusif My Cloud Service fivnsandnm
1l

fiszuy Artificial Intelligent (A) lumsSeuduarinsissinsyhauveanios Tuguuuy
global learning wiaslimuusi1 wiswdladaymiliietulnesnlui wiswaueszuy
Artificial Intelligent (Al) lunsiSeuiuasiinszimivhauveanies iadunieuen
33UV Hyperconverged fauaassioaldifunisussliumnmonuiiindedelfoglungy
W11 (Leaders) ¥@3nguna1ngunsal Hyperconverged Infrastructure 970 Gartner Magic
Quadrant TuU 2019 w3slvini

yalusunsuszuumsniamaiiaiioudmiuiniasnauiiamasiuitie S1uau 2 ga neflandnuey

&
2t lpyNIL

5.6.1
56.2

56.3

564
565

56.6

56.7

56.8

sofuNIsUIMISIANISHIUUT e A

J045UNSHUIMWENTTDS Hardware Auaniinenssy hypervisor saniiuiA3sd
naufiawesiaiiou (Virtual Machine) léannnin 1 indesrauinmesiadiou
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