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5.1 E]q‘lJﬂ'i‘s’lﬁL‘r’ﬂ'3’1B‘I/?“’fi/ila,‘llﬁﬁl'3’1%'31/1’161?‘1E13Jﬁ1LfﬁEl‘ﬁ'r (Security Incident Event Management: SIEM)
$1u 1 90 Tnsilnadnuzediadosdil
5.1.1 1Yugunsal Hardware uuu Appliance ﬁaaﬂLLUUE?W%’ULﬁuﬂ’uﬁﬂ%gamqﬁmﬂWié’ﬂwmm
Uaenseiniatrelngviviinifu SIEM Tnstanis
5.1.2 fpaanunsnsesiumsduayamanisallagaan 7,000 wnn13alsiadunil (Event Per Second)
Huethalies uazsesiumsveneianinligegaliiiosnin 40,000 wrnisaliedund (Events
Per Second)
5.13 syuufiauedosivuin Storage wiafuTisannauN Raid vunalitfesnin 60 TB
5.1.4 fieudewsasruuiaietns (Network Interface) WUU 1/10 G Base-T w3ofind1 s1uaulitios
A1 2 Y9
5.1.5 S8UUABITBI5U log formats 1ugULL°U°U Syslog, Syslog TLS, SNMP, NetFlow, OPSEC, JDBC,
wMI Ieidustination
5.1.6 fimmannsalunsinfuieyasnasrouiiumes uarsnuianugniesesdeyaiitiutuiin
1318159 Hashing wuu SHA1 #iSadnin
5.1.7 awnsovinisasioya Log Wiaunsaldaiiudeyanieuents
5.1.8 szuuiiiauedesdinmaunsalunsinisdudn (Compression) faya Raw Log wavamunsa
U§U58AU189n150U8R (Compression Rate) lalitussnin 3 seav wazfeslitosnii 14:1
au
5.1.9 fiawaiusalunisasienuduius (Correlation) vastoyannisal (Event) latfuagng
Uios uaxfl Pre-defined umiaufuszuu 1,000 Correlation Rules tuagniios
5.1.10 anwnsauany/Aundeyaiituiindeya vinvanetan IPva uag IPv6 16
5.1.11 @wnsfudeya fennauainnieuende STIX/TAXI wasudafoudiefimadeudeluds 1P
Address 3o Domain aeguanednsiidusunels
5.1.12 annsaiuteyaieanauee 4 (Threat Intelligence) HINNIBUDN WarTBIHARI DS
1] Lﬂziuﬂij’aaga Botnet, Malware Domain, Malware IP, Malware URL, Malware Hash Lﬁiaw
TumshaneisoanenueiialmiiRatuld
5.1.13 @UNS0WARINARUU Bar Chart, Pie Chart Wag Distribution 19
5.1.14 anwnsauanin nsuvesszuuludnune Dashboard wiouuudu q famnsouansaniuy
eImslgunineInsang q aesszuu 16
5.1.15 fauannsalun1sadeneugm$u compliance fusioluil 150, PCI-DSS, FISMA, HIPPA,
NERC-CIP, SOX, GLBA, NIST, SANS, ITIL
5.1.16 fewEusadindnsnsdnilayavetgunsal vewudaznguildanule
5.1.17 fimnuanansalumsideugldkiumia Email , SNMP wag Syslog et
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5:1.18
5.1.19

5.1.20

5121

5.1.22

5125
5.1.24

5.125

- & -

annsaeonsenuluguuuulngld fulelu HTML, POF way Csv 1K Tusgnatian

fls¥UU Case Management %38 Incident Workflow Wigliannsafnaunasu3msannis
Joymiinaule

gunsaivavsedesaansofnssunlug Rack 1nsgiu 19 Gl

il Power Supply WU Redundant %38 Hot Swap 117U 2 B3
4111505t oy auazdniudayadsnas (Syslog) 31ngunsalinaunsiaunes dan. 16
laun Firewall , Switch ,IPS, WAF way DDoS

annsoulsTimswAsuuas Files, Folder, Windows Resistry aidusenaios
a1u1saund aveya LY U User, Email, IP Address #7835 Data Masking 3 @ Data
Obfuscation tietlesiumsazidiadoyadiuyanalé

am13aMgaudInY (Authentication) i 19 91ula lneseasugiudeyar luuy Local,
Microsoft AD, OpenLDAP, RADIUS wag SAML lallluatsio

JTUUUTMISIANTUAZABUAYDIABINANISALIEANAIUNNIABUNIADS (Security Orchestration,
Automation and Response: SOAR) 31u3u 1 52Uy lnelinaanuuzagneiiaenil

5.2.1

5.2.2
525

524

525

5:2.6

5.2.7

uszuuiignesnuuusniielianuisauimsianisuasmeuausssemssalfoanaii
Aetuvuszuusatnenauiinedlded 118 nluin (Security Orchestration, Automation
and Response : SOAR)

fidvavsdmsuildnuszuundn dwoulieosndt 2 Sudviuaraunsodiuduldluouian
5995UN1IMI9IULUY Multi-tenancy Tud nwug Distributed Deployment way Share
Deployment 16 Inga@11150iuan15v91ukuUSn WA (Automation Workflow) 52y
WUIn Tenant 161

FUNTOVTUNTINNNIAUYEDANY YU Security alert, Incident, Indicator, Asset Way Task
Tngeiumiin GUI leiduagnias

mm‘mqﬁ’m’l‘iﬁ’muﬂﬁwé;ﬂ“ﬁmﬂum‘iL“fl”lﬁﬁ@iga (Role-Based Access Management) LU
Rules, Playbooks, Attachment wa Report I uazanunsafmuadvsnis Create, Read,
Update ua Delete fugldaussuula
anunsafimuaruduiusaglunguuesguaseuy (Team Hierarchy) Tuguuuu Parent,
Sibling wag Child lmiuednatios

a1u130ld91usEUY Playbook WU Drag and Drop a lasdiuuuy OOB (Out-of-Box)
Predefined Connector 1nlsiduaulaitiosndn 300 msifensie wazgUnuumsdmsuuy

dnlusl® (Predefined Automated action) 31w uliitaen31 3,000 LUU
/"3/3-7
R ML(/ ks | 5}
)
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5.2,9

5.2.10

5.2.11

5.2:12

5213

52.14

5.2.15

52.16

5217
5.2.18
5219

5.2.20
5221
5.2.22
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seuuiiiausanunsawaniUisudayalaunsaiu Threat Intelligence Partner lalitaendn
200 WUIEU
fivtnvananana (Dashboard) Na@U15USUBAIAINITRERINAFINTULNIATIERTEUUWAL

e

guassuulel
ANNTOUARNINE LUFURUUANA 9 1 #1579 (Chart), 518713 (List) wazduau (Counter) 1a
amsaviinIeeneuuaradinaluguuuy PDF uag CSV leiluatiaiay
aunsavin1suud (Import) uazesaen (Export) JUuuuLed Playbook la
A10150¥19UT AU TEUURFIUAIAY 19U Active Directory, LDAP uag SAML 1 sauils
aunsoivuauazmuauAnsgldmlunndldssuuls
ansavnIsa NS UIUM SR aUauesamasel (Playbook) wazdenldn 16vs
WuUsnludR warivunLes
ansariinsadne Playbook ldeenatioedail

1) Manual action and Task
2) msadadumeulunsindulauazey
3) msienldau Playbook Aidauulé
4) mytmuaeuluuasguls
5) msvgaviesnidiumssaiiiaiindeiinnatslu Playbook
ansavinsiAudeyaluguuuy Snapshot il avinnsdaundu (Roll back) Tunseld
Playbook tAntgynle
AnsavNsIaetuneuYes Playbook ievaaaunsvineuld
ausasuteya9inguuuy POF titethluasiady indicator TAruszuuld
szuUANIn3uTeyaIn Indicator of Compromise (I0Cs) 9nuvasiifinudedeuas
lasumssumsatiuayuaInmineau Cyber Threat Alliance, ICSA Labs, NSS Labs, NASA,
NATO, Common Criteria kag Mitre Wuaeratiey
aunsadeuleafugunsaibusndudnniesusn (3rd party) HiumsiGenld AP
JEUUTDITUNIINT High Availability WUU Active/Active, Active/Passive uay Cluster 1]
gUnsalillauadasiiing osvunen1sAvl e Hann3aldrvesmandueildediuiugunsal

IATIENTEYATIIVNNIABNNUABS (Security Incident Event Management: SIEM) #itaue
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5.3 @andlITNIITULATNAVAUIRBABANAINNINLYLUBY (Endpoint Detection and Response:
EDR) 91u2u 1 53uv Insiiananvazatieiaenall

531 Jurensurifianunsaldauldtundomeufiumes uazindssnaufinnasuivie alides
91 550 138
532 anmsmﬁm@zﬂﬁw&auuu On Cloud k&% On Premise
533  sesfumshndeuussuuUdinisangg Iiedaoeds
1) Windows XP, 7, 8 Wag 10
2) Windows Server 2003, 2008, 2012, 2016 way 2019
3) MacOS
4) VMware Horizon
5) Red Hat Enterprise
6) CentQS
7) Ubuntu
8)

53.4 @15av Virtual Patch 1n

Oracle

535 @1u1350A599a0U Application 7il¥eun1elusAng uars1en15983lnIn1u Common
Vulnerability Scoring System (CVSS) ¢

53.6 awsatasiuianis (Malware) A28 Machine Leaming ot Iﬂﬂlﬂﬁ@ﬁﬁﬂ@i‘i Agent

53.7  awnsadasiu Endpoint 1o uwliegluanuzasnla (Offline)

538  annsnuansnnIaEFUTumewtesmansaifiintule

539 @W150v Threat Hunting 910 Hash uag File name lagfmuatianandidaanisaumle

53.10 @wsanruaunsidaugunsal USB e

53.11 awnsadestunsdndadiuled (Website) filivasndld

5.3.12 @W150v19U3IUAU Windows Security Center 61

53.13 @wsouanInafeAnAImNmIYN MITRE Attack Framework o

53.14 gunsasmuadeulalumsudluligmiiionsianudawas (Malware) I6egnaiosssil

1

2

3

a

) Terminate Process

) Delete File

) Clean Persistent Data

) Block Address on Firewall

5.3.15 @unsndwiav Threat Intelligence MngrutoyavesdwemaniusiniausldogareLilos
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53.16 @1w13afigauAInu (Authentication) §ldaula Taevesiugudeyarldiuy Local, LDAP,
SAML ¢t

5.3.17 3935UNNSYINITULUU Two Factor Authentication
53.18 sa9¥umsvhausaufusEuuALUaansiedue (Connector) 1t Firewall waz Sandbox
5.3.19 @u150fvuA Action lAoRlusRR Playbook Policy
5.3.20 3933UNNSYINUTINAU Event Management Tool LU Jira %39 ServiceNow
5.3.21 @1u150@9 Log Wuu Syslog Lot
5322 awnsfummgnsaieieuluingg Idegdaesil

1) User
2) Operating System
3) Device Name
4) Device Group
5) Policy
6) P
7)
8)

5323 aunsaududeuyguassuuidonsianudawis (Malware) sy Email Tndustnatiae

laybook Action
Process Path

Event Action
5.3.24 @awnsakananasieuwuu POF Tawdustnaias

S2UUATIVIUNAZABUAUDIADSTUULASUEABNNALABS (Network Detection and Response:
NDR) $1u 1 szuu Tnefiaudnunsagnatiosdl
541 figunsnl Hardware Appliance S1uaueeatios 1 4a nefinndnumzesnatiasdsil
1) fiosdousoirietis 10 Gieabit Etheret SFP+ swuauliitiosnin 2 wase neu
fnRa Transceiver 10G SR s1wlitiosnda 2 wosn

2) fieadausiowdatng 10/100/1000Base-T S1uiuliivasnit 2 wasa

3) 3 SSD wwwludeunin 128 Gb 91U 1 wihe

4) i Harddisk aunalitiesnin 1.2 T8 s1uauliivesnin 4 wiae

5) i Performance WUU Mix Mode (Brand Waz Sensor) laitlagni 8 Gbps wn

gunsalliianunsavieniluuuy Mix Mode Taliausgunsaineueniviminindy
Sensor lnsgunsnineueniiauasiod Throughput lsiesnin 8 Gbps
542  szuuilausdouiiussuumeinu Network Detection and Response (NDR) ualddioya
Raw Network Packet tiotulilunsnmadu warinneisonnaudugsld
543  seidianuaniaUsrananalariinsienveyalalugiuuy On-Premise
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544  ssuufiauedesanansalumsliersiuasnaafusisnnautugiieisng dutelul

1) @3iin15le Behavioral Techniques (Non-Signature-Based Detection) lagnsla
Machine Learning Tun3sns133Las1ev wawdeaiinsly Unsupervised Learning
uegatdes Lﬁ@aﬂm‘mmifmé’u Network Traffic 'ﬁﬁﬂﬂﬂﬁ (Anomaly Network
Traffic) 161

2)  fesdfinnuanansalunisld Supervised Learning Tun1sad1s Model wieldlunis
avaduiuanAmIaiTg Network Aildinadatugald

3)  fienuannsalunmsuiudswseaninm (Fine-tune) lumuaiugneaawsiugily
N13135933U (Accuracy of Detection)

4)  ABIEINITNATIER Network Packets IuE‘ULLU‘U Encrypted Traffic uag
Decrypted Traffic lagdu3u Encrypted Traffic #93a1u13073A12%A2875 JA3
Fingerprint Wy JA3S Fingerprint

545  syuuiliauedesimuaunsalumsianssauasaiuayusunsneuauadfuAnAMLUY
Manual Response #3alUU Automatic Response 1@ araluil
1) Fesaunsndengloyauussuuiiliuinsedudesduielull doundildlidesndy
90 Yu

® vt dashboard uansnsldanu Network iaunATiszuvannsansTIRduls
(AWl Alerts / Detections)

® Usznnvaansldau Network Anundfissuuanunsonsiaduld (Security
Category)

® szAUATITULTI (Severity) MiaAmABs (Risk Score) vaansldamy
Network AnuUnfifisyuuanansonsaduls

® dayaved host 199 lganansng detail uay Detection ld

2) #esfimuananTn Correlate Security Events iglvmsuinisanamdang il
auduiusidenles

o uansnarudanlosssninuadenis Network Lateral Movement ¢

® @130 Map Security Events iU MITRE Framework %38 Cyber Kill Chain
wWelvivsuiduanaudanaiduieanauussunmla waseglu Attack
Phase lala
3) ﬁaammsmﬂﬁayaﬁﬂu Network Packet ULARAINEG Laza1U150 Export PCAP
\iietiluvh Network Forensics 1¢
1) spuvsesiumeiinumiugunsaliumusiuasaens (Security Products)
191 SIEM, Firewall, EDR 15
5)  3¥UUANIAYNIAUIINAY AD lapa1unsa manual v3e automate Tunsein
connection ﬁm%;ﬂ%’ (disabling accounts) laan15¥i1 Account Lockdown Ul

platform &
VT/ Nk o

92” o .
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6) annsavhnusmivgunsaliinseiteyadsiasnimauiimes (Security Incident
Event Management: SIEM) Uag3sUuUIMsInN1suasAaUALBMaMAN1SlE
Qnmummamﬁma% (Security Orchestration, Automation and Response:
SoAR) faualilasansiils

5.5 iA3psABNAMBSUsiATe WUU Hyperconverged 1uau 2 A Tﬂaﬁﬂmé’nvmsadwﬁ'aaﬁaﬁ
5.5.1 LﬂULﬂ%@dﬂ@Nﬁ’lLWB%LLﬂ‘ﬂWSViQﬂBBﬂLLUUL@U Hyperconverged laglawiy InuluUszanans
Aan9Yia Intel XEON Silver 4216 wuu 16-Core Processor #3oanin lngiaasnulesl
anasdy R liisngy 2.16Hz S1wliitesndn 1 e uagsesiumisiinduay
leilitesnin 2 wie
55.2  fndlganudnudnwunlitesnit 144GB uuu DDR4 RDIMM %38 LRDIMM #30/nT
553  fwmhedafivfeyauuy Solid State Drives (SSD) wiafindh waefimugsteniaelitesndy
1.92TB Fruruliiviosnin 6 wuaw
554 foudousiaszuuaieriy (Network Interface) WUU 1GbE Ethernet (RJ-45) #38fnN
Jwulitesndn 4 989 uaswuu 10/25GbE (SFP28) dmnulidesnin 2 983 wionany
DAC 10Gb 97uu 1 e
5.5.5 il Power Supply UV Hot Plug %38 Hot Swap 9u1akitUaenIn 1600W §1u2U 2 wide
uwazdl Cooling Fans WUU Redundant sasiun1snemUasuuuy Hot Plug #3a Hot Swap
[
556 fiveudonsianuu USB 3.0 port litiosnin 5 vaq
557 HanUnun3suskuu Scale-out way Open architecture @13158 share Data Store v ESXi
\3pedule
5.5.8 @w130%1 Data Optimization LUV Inline Deduplication wag Compression lan3auiiu
559 wihednfiutoya Hard Drive 9lin SSD annsademeniauiiuldagneion 1 mine sia
Node lnglivilitayaidemeuarhinsenusoUszd@nsnmlngsiuvedssuy visiaue
gunsal Hyper Converged 'g'uﬁmﬁ'uﬁ'uﬁl,aual,ﬁwﬁm WielFamnsavauldmutarimun
19AY
5510 syuuilaussosenunsavinsdsestoyavielivevduaidmiudsesioya uasdautoyald
Tnefinnaudfosaiosssd
1) msdsesteya amnsafmua Policy Backup, Retention time Lagsa
Frequency (¥3® Schedule) 1a1
2) annIafau (Restore) Toyalduuy File uay Full VM Wuegnordmiu
Windows VM
3)  aunsadrsesteyn visedAutayaszAu VM wu1m 200GB 9 Local Datacenter
@Sanglu 60 Iud
55.11 soefunisfiueneiviun Hyperconverged alaglaifiaamganisinau
5.5.12 5893U Hypervisor WUU VMware vSphere 38 Microsoft Hyper-V Iduegatios wazil
Certified @%3U Red Hat Enterprise Linux VM
>3
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5.5.13 §i Remote Management Port WUU 1GbE Ethernet RJ-45 §1u7U 1 wesnra Node i
Fa8lun139anis U Server 9nszezlng KU Web Base Application ( Remote ) @13130
ﬁ.'ﬁ Power ON, Power OFF, Restart Lﬂ%aﬁ Server LLa%ﬁgﬁﬁiﬂu Bios 16 wazanunsavin
Virtual KVM Remote Graphical Console, Virtual Power Button Control, Virtual Media
uaz Virtual Folder 16 sasfun1sdssuszeglng ( Remote ) By Smart Phone #3a
Tablet A28 Mobile Application ﬁlﬁ%’umiaaﬂmerf[ﬂaLawwmﬂﬂwamﬂzwu Android
w3 05 laduedatioy

5.5.14 1 Software ﬁ?ﬂium‘ﬁﬂﬂ’l'iﬁuqﬂﬂiﬁﬂﬁhd‘] 294 Server [LUU web base application
Tagannsn access H1u web browser 1¢f annsausnanusvasgunsel uazudafouds
ﬁﬂUﬂﬁﬁLﬁﬂ%ﬂﬁUQﬂﬂifﬁmumﬁ SNMP uaw E-mail la

5.5.15 @N1N50RTITERUANNLEYBIATEY Udigeulnednlui K1y Cloud Service Fimagandnm
1314
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